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OITPEJAEJIEHUA

B HacrosimieM [1OKyMEHTE UCHOJB3YIOTCS CIEAYIONMEe TEPMUHBI U HX
OIIPEAECIICHHUS.

ABTOMAaTH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOSIIAs U3 MEPCOHANIA U
KOMILJIEKCA CPEJCTB aBTOMATHU3AIMHU €ro ACSITEbHOCTH, pean3yromas uHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUSI YCTAHOBICHHBIX (hyHKIIUMA.

AyTeHTH(UKALMS OTIPABUTEJIA JAHHBIX — OATBEPKICHUE TOTO, YTO OT-
MPaBUTEIb MMOJYYEHHBIX JAHHBIX COOTBETCTBYET 3a5IBIICHHOMY.

be3onacHOCTh NEPCOHAJBHBIX [JAAHHBIX — COCTOSHHUE 3allUIIECHHOCTH
NEPCOHANBHBIX  JIAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCThIO  IMOJIb30BaTElEH,
TEXHUYECKUX  CPEICTB HW  HWHPOPMAIMOHHBIX  TEXHOJOTHUH  00ECIeuuTh
KOH(UIEHITUAIBHOCTD, IIEJIOCTHOCTh M JOCTYIHOCTh MEPCOHAIBHBIX JaHHBIX MPHU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAILHBIX TAaHHBIX.

buomerpuyeckue mnepcoHAJbHbIE [JaHHbIE — CBEJCHHS, KOTOPBIC
XapaKTepu3yroT GU3HOJOTHYECKHEe OCOOCHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBUTH €ro JUYHOCTh, BKJItOouUas (ororpaduu, OTIEYaTKU MAJbIICB,
o0pa3 ceTyaTKd Tja3a, OCOOCHHOCTHM CTPOCHMsI Tela M JAPYTylo MOJ00HYIO
UH(OpMAIIHIO.

biokupoBaHue MNepPCOHAJIBHBIX [aHHBIX — BPEMEHHOE IIPEKpAlICHUE
00paboOTKH MEPCOHANBHBIX JAHHBIX (32 MCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OX0IMMa [ yTOUHEHUS TEPCOHATBHBIX JIAHHBIX ).

Bupyc (KOMIbHOTEpPHBIN, IPOrPAMMHBbIN) — UCIIOJIHIEMBIA TPOTPAMMHBIN
KOJI WJIM UHTEPIPETUPYEMbI HaOOp MHCTPYKIIMM, 00JIaaroniuii CBOMCTBAMHU He-
CaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUsI M caMoBocnpousBeAaeHUsA. Co3IaHHbIE
TyOJIMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCETJla COBMAAAIOT C OPUTHMHAJIOM, HO CO-
XPaHAIOT CIOCOOHOCTh K JalbHEHIlIEeMy pacipOCTPaHEHUIO U CaMOBOCIPOU3BE/IEC-

HHIO.



Bpenonocnasi nporpamma — nporpaMma, npeIHa3HauYeHHAs Ul OCYILECTB-
JICHUS HECAHKIMOHWPOBAHHOTO JOCTyIa W (WJIM) BO3JCUCTBUS HA NMEPCOHAIbHbBIC
JTaHHBIE WK PECYpPChl HHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnoMorartesibHbIe TEXHUYECKHE CPEICTBA U CHCTEMbI — TEXHUYECKUE
CpEJICTBA M CUCTEMBI, HE TIPETHA3HAYCHHBIE IS Tepeayn, o0padOTKH U XpaHCHHSI
MEPCOHAIBHBIX JaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACT-
BaMH M CHUCTEMaMH, NMPEJHA3HAYEHHBIMU ISl 00pa0OTKU MEPCOHAIBHBIX AAHHBIX
WIM B TIOMELICHUSX, B KOTOPHIX YCTAHOBJIEHBbI MH(OPMAIIMOHHBIE CHCTEMBI TEPCO-
HaJIbHBIX JTAHHBIX.

Joctym B omepauMoHHYW cpeay KoOMNbiOTepa (MHGOPMANMOHHOU
CHCTeMbl NEPCOHAJIBHBIX JAHHBIX) — IIOJYYEHHE BO3MOYKHOCTM 3aIlyCKa Ha
BBIMIOJIHEHUE IITaTHBIX KOMaHJ, (YHKIMH, NpPOLEAYp OINEPAIIOHHON CHUCTEMBbI
(YHUYTOXKEHUSI, KOMMPOBAHWS, TIEPEMENICHNs H T.I.), WCIHOJHAEMbIX (hailioB
MIPUKJIHBIX TPOTPAMM.

Joctyn k mHGopManum — BO3MOXKHOCTb IMOTYYEHHsT MH(POpPMAILMU U €€ HC-
N0JIb30BaHMS.

3akJ/1a109HOe YCTPOHCTBO — 3JIEMEHT CPEJICTBA CheMa MH(OPMAIIH, CKPHITHO
BHENIPAEMbIN  (3aKJI/IbIBAEMbI WM BHOCHMBIA) B MECTa BO3MOXKHOIO CheMa
uHpopMalu (B TOM YHCIIEe B OTPXICHUE, KOHCTPYKIIMIO, 000pYy/I0BaHKE, MPEIMEThI
VHTEPbEPA, TPAHCIIOPTHBIE CPENCTBA, A TAKKE B TEXHUUYECKHE CPEACTBA U CUCTEMBI
00paboTKN HHGPOPMAIIHH).

3ammnmaemasi napopmanusa — vHboOpMaLUS, SBISIOMIASCS TPEAMETOM CO0-
CTBEHHOCTM W TOJIeXallas 3alluTe B COOTBETCTBUM C TpPEOOBAaHHUSIMH IPABOBBIX
JIOKYMEHTOB WJIU TPEOOBaHUSIMH, YCTaHABIMBAEMBIMA COOCTBEHHHKOM MH(OPMALIUH.

Nnentudukanus — npucBoeHUe CyObeKTaM U OOBEKTaM JIOCTyIa WICHTH-
¢ukaropa u (WIM) CpaBHEHHE TMPEIBIBISIEMOTO WIACHTU(UKATOpa C TEPEUHEM
NPUCBOCHHBIX UJACHTU(PUKATOPOB.

NHpopMaTHBHBIH CUITHAJ — JJIEKTPUYECKHAE CUTHAJIBI, aKyCTUYECKHUE, DJIEK-

TPOMAarHUTHBIC W Jpyrve (PU3MyecKue TOJsl, MO MapaMerpaM KOTOPhIX MOXKET OBITh



packpbiTa KoH(MUACHIMaIbHAS HH(pOpMaIus (IEpCOHATBLHBIC JJaHHBIE) 00pabaThiBacMast
B MH(OPMAITMOHHOM CUCTEME TIEPCOHATBHBIX JJAHHBIX.

NudopmanuonHble TEXHOJIOTHM — TPOLIECCHI, METOMIBI TOUCKA, cOOpa, Xpa-
HEeHUsI, OOpaOOTKW, TPENOCTABIICHUS, PACHPOCTPAHEHUS WH(POPMAIMK ¥ CIIOCOOBI
OCYILIECTBJICHUS] TAKMX MPOILIECCOB U METOJIOB.

NupopmanuonHass cucreMa mnepcoHaabHbIX aaHHbIx (UCIIAn) -
COBOKYITHOCTb COJIepXaluxcsi B 0a3ax JaHHBIX [EPCOHAJbHBIX JaHHBIX U
oOecreynBaImux X 00paboTKy MH(POPMAIIMOHHBIX TEXHOJOTHMH U TEXHUYECKUX
CPEICTB.

Hcnonb30BaHue MNMEPCOHANBHBIX [AHHBIX — JCHCTBHS (ONepauuu) C
NEPCOHATBHBIMU JaHHBIMH, COBEpIIAEMBbIE OINEPATOPOM B IUEISIX MPUHATHS
pPELICHUN WA COBEPUICHHUS HWHBIX JCUCTBUM, NOPOKIAKIINAX HOPUINUECKUE
MOCJIC/ICTBUSL B OTHOIICHUHM CYOBEKTa MEPCOHANBHBIX JAHHBIX WIW JIPYTUX JIHII
7100 MHBIM 00pa30M 3aTparuBaroIIUX MpaBa U CBOOOBI CyObEeKTa MEPCOHATBHBIX
JAHHBIX WX IPYTUX JUILL.

HcTounuxk yrpo3nl 0e3onmacHocTu mHGopManum — CyObeKT JIOCTYTIa, MaTe-
pUATBEHBIA O0BEKT WM (DU3MUYECKOE SIBIICHUE, SIBIISIOIIMECS MPUIUMHON BO3HUKHOBEHUSI
yIpo3bl 6€30MacHOCTH H(OPMAITUH.

Kontpoaupyemasi 30Ha — MpoCTpaHCTBO (TEPPUTOPUS], 3IaHUE, YacTh 3aHMU,
MIOMEIICHNE), B KOTOPOM HCKITIOYEHO HEKOHTPOJHMPYeMoe MpeObIBaHWE MOCTOPOHHUX
JIMILL, & TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MATEPUAITBHBIX CPEJICTB.

KonpuaeHunaaibHOCT, NEPCOHANBHBIX JAHHBIX — O00s3aTeNIbHOE IS
COOJTFOJICHHST OTIEPATOPOM WJIM MHBIM TMOTYYMBIIMM JIOCTYI K MEPCOHATIBHBIM JTAHHBIM
JUIIOM TpeOOBaHUE HE JOMyCKaThb MX pachpocTpaHeHue Oe3 corjacus CyObekTa
MIEPCOHATIBHBIX JTAHHBIX WM HAJTUYHUSI THOTO 3aKOHHOTO OCHOBAHMSI.

Me:xceTeBOM IKPaH — JIOKATLHOE (OJHOKOMIIOHEHTHOE) WK (DYHKITHOHATBHO-
pacrpeieNieHHoe MPOrpaMMHOE  (IIPOrpaMMHO-aNMapaTHOE) CPENCTBO  (KOMILIEKC),
peanuzyoliee KOHTPOJIb 32 HH(pOpMAIHeH, TOCTyHaloIIe B MHYOPMALMOHHYIO CUCTEMY

MIEPCOHAIBHBIX JJAHHBIX U (M) BBIXOSIIEH 13 MHPOPMAIIMOHHON CUCTEMBI.



Hapymuresnb 6e30macHOCTH NMEPCOHAIBHBIX JaHHBIX — (QU3MYECKOE JIUILIO,
CITy4aliHO WJIM IPETHAMEPEHHO COBEPILIAOIIEE ICHCTBUS, CIEACTBUEM KOTOPBIX SIBJISIETCS
HapyllleHue Oe30MacHOCTH TEPCOHATBHBIX JAHHBIX TPU MX OOpabOTKe TEXHUYECKUMHU
cpencTBamMu B MH(POPMAITMOHHBIX CUCTEMAaX TIEPCOHATBHBIX TAHHBIX.

HeaBTomMaTu3upoBanHasi 00padoTKa NMepPCOHAJBHBIX JAHHBIX —
00paboTKa MepCOHATBHBIX JTaHHBIX, COACPKAIUXCA B MHGOPMAIIMOHHON CHUCTEME
MEePCOHAIBHBIX JAHHBIX JMOO W3BICYEHHBIX W3 TAKOW CHUCTEMBI, CUUTAETCS
OCYILIECTBIEHHOMN 0e3 UCIIOJIb30BaHUS CPEACTB aBTOMAaTH3aLHUH
(HEaBTOMATU3WPOBAHHOM ), €CIIM TaKue JEHCTBUS C MePCOHATBLHBIMU JIAHHBIMU, KaK
WCIOJIb30BAHUE, YTOYHEHUE, PACIPOCTPAHEHUE, YHUUTOKECHUE IEPCOHAIBHBIX
JaHHBIX B OTHOIICHUH KaXJOr0 U3 CYOBEKTOB TEPCOHAIBHBIX JIAHHBIX,
OCYILECTBIISIIOTCS IIPU HEMOCPEICTBEHHOM YYAaCTUH YEJIOBEKA.

HeneknapupoBanHble BO3MOKHOCTH — (DYHKIIMOHATBHBIE BO3MOKHOCTH
CPEICTB BBIYMCIIMTEIIbHOM TEXHHWKW, HE OINMCAHHBIE WM HE COOTBETCTBYIOIIVE
OMKCAaHHBIM B JIOKYMEHTAIlMH, MPHU HCIIOJIB30BAHUU KOTOPBIX BO3MOXKHO HapyIICHHE
KOH(UICHIIMAILHOCTH, JIOCTYITHOCTA WJIM  LIEJIOCTHOCTH  0OpabaThiBaeMOW  HH-
dhopmanuu.

HecaHKIMOHNPOBaHHBIN J0CTYN (HECAHKIIMUOHUPOBAHHbBIE eliCTBUSA) —
J0CTYN K MHMOpPMAIMKM WM JEUCTBUS ¢ MH(pOpMAIHeH, HapyIlarolue MpaBuia pas-
IPAaHUYEHUSI JOCTYNA C WCIOJB30BAHUEM INTAaTHBIX CPEACTB, NPEAOCTABIIIEMBIX
UH()OPMAITMOHHBIMUA CHUCTEMaMH TIEPCOHAIBHBIX JTAHHBIX.

Hocurear undgopmannu — Quznyeckoe JUIO WK MaTepUaIbHbIN OObEKT, B
TOM 4mcie (PU3MYECKOE MOoJIe, B KOTOPOM MH(OPMALHS HAXOIUT CBOE OTPAKEHHE B BUIE
CHMBOJIOB, 00Pa30B, CUTHAIOB, TEXHUYECKUX PEIICHUN U TPOLIECCOB, KOMMYECTBEHHBIX
XapaKTePUCTUK (PU3NYECKUX BEITUYHH.

O0e3MunBaHue NEPCOHANBHBIX JAHHBIX — JCHCTBHS, B pE3yJbTare
KOTOPBIX CTAaHOBUTCS HEBO3MOXXHBIM 0€3 HCIOIb30BaHUS JIOMOJHUTEIHHOM
nH(OPMAITUU OTIPEIETUTh MPUHAJIC)KHOCTh MMEPCOHABHBIX TAHHBIX KOHKPETHOMY

CyOBEKTYy IIEPCOHAIBHBIX JaHHBIX.



O0pabdoTka nmepcoHAIBLHBIX JAHHBIX — JIF000E JIelicTBUE (Omepainus) Uiu
COBOKYITHOCTb ACHCTBHI (omepaluii), COBEpIIAEMbIX C UCIOJIb30BAHUEM CPEJICTB
aBTOMaTU3allud WKW 0€3 HCIOJb30BaHUSI TaKUX CPEICTB C TNEPCOHAIbHBIMU
JTaHHBIMH, BKJIOYas cOOp, 3amuCh, CHUCTEMATH3AIMIO, HAKOIUICHUE, XpaHEHUE,
yTouHeHHe (OOHOBJICHHE, M3MEHEHHE), HM3BICUCHHUE, HCIIOJIh30BaHUE, Iepeaady
(pacpocTpaHeHue, MpeaoCcTaBiIeHUEe, AOCTYI), oOe3IMuMBaHue, OJIOKHUpPOBAHUE,
yaajeHue, yHUYTOKEHHE EPCOHAIbHBIX JAHHBIX.

OO0menocTynHble NMEepPCOHANbHbIE JAHHbIE — MEPCOHAIbHBIC JaHHBIE,
JOCTYIl HEOTPAHWYEHHOTO Kpyra JIMIl K KOTOPbIM MPEJOCTABIEH C COTrJacHs
CyOBeKTa TMEepCOHAIBbHBIX JIaHHBIX WM Ha KOTOPbIE B COOTBETCTBHUH C
dbenepaqbHBIMU  3aKOHAMU HE pacHpoCTpaHsieTcss TpeOboBaHUE COOJIIOICHUS
KOH(UACHIINATHLHOCTH.

Oneparop (mMEepCOHAJIBHBLIX JAHHBIX) — TOCYJAapCTBEHHBIM OpraH,
MYHULIMNAIBHBIN OpraH, IOpUadYecKoe WiH (PU3NYECKOEe JIUI0, CAMOCTOSITEIHLHO
WM COBMECTHO C JPYTMMH JHUIAMU OpPraHU3YIONUE U (W) OCYIIECTBISIONINE
00paboOTKy MEepCOHAIBbHBIX JAHHBIX, a TaKXKe OMpeNeisiolue Leau oOpaboTKH
MEePCOHAIBHBIX JAHHBIX, COCTAB NEPCOHANBHBIX JIAHHBIX, MOJICKAIINX 00paboTKe,
NercTBUS (OMepalu), COBEPIIAEMBIE C IEPCOHAIIBHBIMU TAHHBIMHU.

Texnuyeckue cpeacrsa HMHPOPMAUUOHHOM CHCTEMbI IMEPCOHAJIBHBIX
JAHHBIX — CPEJCTBA BBIUHMCIUTEIBHON TEXHUKH, WH(GOPMAIIMOHHO-BBIYUCIUTEIHHBIC
KOMILJIEKCHI U CETH, CPEJICTBA U CUCTEMBI Tlepeaun, mpueMa 1 oopadotku I1/1u (cpenctsa
U CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS], 3BYKOBOCIIPOW3BEJICHUS], NEPEroBOPHBIE U
TEJIEBU3MOHHBIE YCTPOICTBA, CPEACTBA M3TOTOBIICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JpyTHe TeXHUUECKUEe CPEICTBA 00pabOTKU peueBoy, Ipadrueckoil, BUICO- U OYKBEHHO-
dpoBoii HHPOpMALIK), TPOrPAMMHBIE CPEICTBA (OMEPALMOHHBIE CUCTEMBI, CUCTEMBI
yIpaBieHus 0azamMu JaHHBIX U T.I1.), CPEJCTBA 3aIUTHI WH(OPMAIHH, IPUMEHSIEMbIE B

I/IH(i)OpMaHI/IOHHI)IX CUCTCMaAX.



IlepexBat (uHopManmu) — HEMPaBOMEPHOE MOJydeHUE UHGPOPMAIUU C
UCIOJIb30BAaHUEM TEXHHUYECKOIO CpEACTBa, OCYIIECTBISIOLIEIO OOHapyKEHUE,
npueM 1 00padoTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBbIE — JIF00ass MHPOpPMAIUS, OTHOCAMIASACA K TPSIMO
WIM KOCBEHHO OIPEACIICHHOMY WM oOmpeneiasieMoMy (U3UYECKOMY JIUITY
(cyOBeKTy nepCOHAIbHBIX JAHHBIX);

IloGouHble  3JIeKTPOMATHMTHBIE  M3JIYYeHUS] M  HABOAKUH  —
AIIEKTPOMArHUTHBIE H3IIyYEHHUS] TEXHUYECKUX CPEACTB OOpabOTKU 3alluiliaeMoi
nHpopManMK, BO3HUKAIOIIME KaKk I[OOOYHOE SIBJIEHWE W  BbI3BaHHBIC
AIIEKTPUUECKUMU CUTHAJIAMU, ICUCTBYIOIIMMH B UX DJECKTPUUSCKUX M MAarHUTHBIX
HENsX, a TAKXKEe IJIEKTPOMArHUTHBIE HABOJKHU 3TUX CUTHAJIOB Ha TOKOIPOBOISIINE
JUHUH, KOHCTPYKITUH U TICTIH TUTAHMSL.

IMonuTHKa  «YUCTOTO  CTOJA» —  KOMIUIEKC  OpTraHU3AI[MOHHBIX
MEpONPUATUNA, KOHTPOJUPYIOIIUX OTCYTCTBUE 3alKCBhIBAaHUA Ha OyMa)KHbIE
HOCUTENHU KIIIOYe u aTpuOyToB JocTyna (maposieil) W XpaHEHUs HX BOJIU3U
00BEKTOB JIOCTYIIA.

I[Moab3oBaTeab MHGPOPMALMOHHOM CHUCTEMbI MEPCOHAJIBHBIX JTAHHBIX —
JUI0, Yy4YacTByromee B (YHKIMOHUPOBAHMM WH(DOPMAIMOHHONW CHUCTEMBI
NEPCOHANBHBIX TAHHBIX WM UCIIOJIb3YIOIIEee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuiia pasrpaHuveHus: 10CTyNa — COBOKYITHOCTh MPaBUJI, PErJIaMEHTH -
PYIOIIUX IIpaBa J0CTyna CyObeKTOB JOCTYIIA K 00bEKTaM JIOCTyTIA.

IIporpaMmmHuas 3akjaaKa — KoJi IporpaMMbl, peJHaMEPEHHO BHECEHHBIN B
MporpaMMy C IEIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJJOKUPOBATh, YHUUTOXKHUTh
UHGOPMAIIMIO WM YHUUYTOXHUTh U MOJIU(MUIMPOBATH MPOrpaMMHOE OOecrieyeHue
MH()OPMAIIMOHHOW CUCTEMbI MEPCOHAIBHBIX JAHHBIX M (WiIK) OJOKMpOBaTh arra-
paTHBIE CPEACTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTHyeckoe)  Bo3JeilicTBHe  —

HECAaHKIIMOHMPOBAHHOE  BO3JICHCTBHE HA  PECypchl  aBTOMAaTU3HPOBAHHOMN



10

MH()OPMAIMOHHOW CHCTEMBbI, OCYUIECTBIISIEMOE C MCIOJIb30BAHUEM BPEJOHOCHBIX
MIPOrpaMM.

PackpbiTHe NEepCOHANBHBIX [JAHHBIX — YMBIIUICHHOE WIH CIy4YailHOE
HapylieHue KOHPUACHIIMATbHOCTU MEPCOHANIBHBIX JTaHHBIX.

PacnpocTrpaHeHne NmepcOHAJBLHBIX JAHHBIX — JICHCTBUSA, HAIPABICHHbIC
Ha PacKphITHE MEPCOHATBHBIX TAHHBIX HEOMPEACICHHOMY KPYTY JIMII.

Pecypc nnpopManmoHHoii cMCTEeMbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
PUKIIATHOTO WIn arrapaTHoOro oOecreyeHus (GyHKUIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CneunnanbHble KATErOPUM MEPCOHANBHBIX JAHHBIX — IIEPCOHAIbHBIC
JAHHBIE, KAcalOLINECs] pacOBOM, HAIMOHAIBHON MPUHAJIEKHOCTH, TTOJIUTHYECKUX
B3TJISIZIOB, PEITUTHO3HBIX WK (PrTocoPpckux yOex aeHMI, COCTOSHUS 3I0POBbSI H
WHTUMHOM XKM3HU CyOBEKTa MePCOHAIBHBIX TaHHBIX.

CpeacrBa BBIYUCIUTEIbHOM TEXHUKH — COBOKYIHOCTH IMPOrPAMMHBIX U
TEXHUYECKUX AJIEMEHTOB CHUCTEM OOpabOTKMU JAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSITENIbHO WU B COCTABE IPYTHX CUCTEM.

CyObekT nocryna (cy0ObeKT) — JIMIO WM MPOILIECC, JEUCTBUSI KOTOPOTO per-
JTAMEHTHPYIOTCS TTpaBUJIaMH pa3rpaHUYCHUS JOCTYIIA.

TexHUYeCKU KAHAJ YTeYKH UHPOPMAUU — COBOKYITHOCTb HOCHUTENSI H-
dopmarmu  (cpenctBa  00pabOTKM), (UBMYECKONW Cpelpl pacrpocTpaHeHus HHHOP-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMHE JOOBIBAETCS 3aluIiaemast uHpopMaIius.

TpancrpanuyHas mnepejgadya MEPCOHAJNBHBIX JJaHHBIX — Tiepegada
MEePCOHAIBHBIX  JaHHBIX OMepaTopoM uepe3 [OCynapCTBEHHYIO TpaHUIly
Poccuiickonn ~ ®epepanmu  OpraHy  BJAacTH  HMHOCTPAHHOTO  TOCYAAapCTBa,
(bU3HYECKOMY MU IOPUAMYECKOMY JIMIY HHOCTPAHHOT'O FOCyJapcTBa.

Yrpo3sl 0e30aCHOCTH NMEPCOHAIBHBIX IaHHBIX — COBOKYITHOCTh YCIIOBHIA 1
(haxkTopoB, CO3JAIONIMX OMACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCJIE CIIy4ai HOTO,
JI0CTyTIa K NMEPCOHATIBHBIM JJAHHBIM, PE3YJITATOM KOTOPOrO MOXKET CTaTh YHUYTOXKEHUE,

W3MEHEHHE, OJIOKUPOBAHUE, KOITMPOBAHKE, PACTIPOCTPAHEHNE TIEPCOHATIBHBIX JIAaHHBIX, a
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TaKK€ MHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUM NPU X 00pabOTKe B MH(OPMAIIOHHON
CHCTEME NIEPCOHAIBHBIX JTAaHHBIX.

YHHUUYTOKEHHE TEePCOHAJBHBIX [aHHBIX — [ICHCTBUS, B pE3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOKHBIM BOCCTAHOBUTBH COAEPKAHUE MEPCOHAIBHBIX
JaHHBIX B MH(OPMALIMOHHOW CHUCTEME TIEepPCOHAJbHBIX JaHHBIX W (WJIU) B
pe3yibTaTe KOTOPBIX YHHUYTOXKAIOTCS MaTepHAIbHbIE HOCHUTENIU MEepPCOHATbHBIX
JaHHBIX.

Yreuka (BammmaemMoil) uHGOpMAIMU MO TEXHHYECKHM KaHAJaM —
HEKOHTPOJIMPYEMOE paclpoCTpaHeHne HH(GOPMAIMK OT HOCUTENS 3alUIIaeMOi HH(OP-
Maluu 4Yepe3 (U3MYECKYI0 Cpely OO0 TEXHHUYECKOIO CpPE/ICTBA, OCYILECTBIISIOLIErO
nepexBar HHQOpMalUH.

Ys3BUMOCTB — C1a00CTh B CPEICTBAX 3ALIUTHI, KOTOPYIO MOXKHO HUCHOJIb30BATh
ISl HAPYIIIEHHSI CUCTEMBI WIIM COJICpIKAIIIeics B Hell nH(opmarum.

HenocTHoCTh MH(pOPMAIMM — CIIOCOOHOCTH CPEJICTBA BBIUMCIUTEILHON TEX-
HUKH WM aBTOMAaTU3MPOBAHHOM CUCTEMBI 0OECTIEUMBATh HEM3MEHHOCTh MH(POpMALU B

YCIIOBUSIX CITYHaHOTO W/WITH MPETHAMEPEHHOTO UCKaXKEHUS (paspyIeHHUs).



OBO3HAYEHUSA U COKPALLIEHUA

ABC — aHTHBUPYCHBIE CPEJICTBA

APM - aBTOMaTH3MpPOBAaHHOE pabouee MECTO

BTCC — BcnoMoraTenbHble TEXHUUYECKUE CPENICTBA U CUCTEMBI
NCII/IH — nHpOpMaIOHHAs CUCTEMA EPCOHAIBHBIX TAHHBIX
Wb — undopmarpionnast 6e30macHOCTh

K3 — koHTpOonmmpyemas 30Ha

JIBC — nokanpHasi BBIMMCIIUTENIBHAS CETh

MD — MexceTeBOr IKpaH

HC/I — HeCaHKIIMOHUPOBAHHBIN JOCTYI

OC — omneparioHHasi ccTeMa

IT/TH — nepcoHaNbHBIE TaHHBIE

I[IMB — nporpaMMHO-MaTEMATUYECKOE BO3IEHCTBUE

[1O — mporpamMmmHOE 0becrieueHue

[IODMHH — no6GouHble 3eKTPOMarHUTHbIE M3TyUYEHHUS U HABOJIKU
CA3 — cucrema aHanu3sa 3alIUIIEHHOCTH

C3U — cpeacTna 3amuThl HHPOPMALIUU

C3I1/Jn — cucteMa (moJcucTeMa) 3aIiuThl IEPCOHATIBHBIX JaHHBIX

COB - cucrema oOHapyXeHUST BTOP>KEHUN
TKYU — Texanueckre kKaHaibl yTeUKU HHGOPMAIN

VYBII/IH — yrpo3sl 6€30MacHOCTH EPCOHATLHBIX JAHHBIX

12
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BBEJAEHHUE

Hacrosmee [Tonoxenne uH(pOpMaIIMOHHOM 0e30macHOCTH B
Hexommepueckom maptHepctBe Canatopun «3opu  CraBpomnonbs»  (nanee
canatopuii «3opu CTaBpOIONbs»), SBISETCS OQUIMATBHBIM JOKYMEHTOM, B
KOTOpPOM OIpEJeNieHa CHCTEMA B3IVIAJ0B Ha oOecrnedeHue HHPOPMALMOHHON
6e3omacHocTu caHatopusi «3opu CTaBpOIOIbS.

Heobxoaumocts pazpabotku [lonoxenus oOycCloOBiI€HA CTPEMHUTEIbHBIM
pacuiupenueM cepbl TPUMEHEHHUST HOBEHUINX HUH(GOPMAIMOHHBIX TEXHOJOTUM U
nporeccoB B caHatopuu «3opu CraBporosbs», mpu 00paboTke MHGOpMALIH
BOOOIIIE, U MEPCOHATILHBIX JTJAHHBIX B YaCTHOCTH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBHM C CHUCTEMHBIM IOJXOJOM K
obecrnicueHuo  MHOOPMAIIMOHHOU 0€30IacHOCTH. CHCcTeMHBI  MOIXOX
npejanoyiiaraeT  NPOBEACHUE  KOMIUIEKCAa  MEpPONPUSITUNM,  BKIIFOYAIOIIUX
UCCJIeI0BaHNE Yrpo3 MHMOPMAIMOHHONW O€30MacHOCTH U Ppa3pabOTKy CHUCTEMBI
3ammuThl  [IJIH, ¢ MO3UIMM KOMIUIEKCHOTO TMPUMEHEHUsS] TEXHUYECKUX U
OpraHU3aIMOHHBIX MEP U CPEJICTB 3aUTHI.

[Ton uabopmanmonHor 6e3ornacHocThio I1/[H MOHMMAaETCs 3alUIEHHOCTh
NEepPCOHANBHBIX JIAaHHBIX U OOpadaThIBaOIICH WX HWHPPACTPYKType OT JHOOBIX
CIyYalHbIX WJIM 3JI0HAMEPEHHBIX BO3JCHUCTBUHU, PE3YJBTATOM KOTOPBIX MOXKET
SABUTHCS HaHeceHue yuiepOa camoi MH(OpManuu, ee BiajeiblaM (cyOobeKkTam
[1/TH) nnu unpacTpykrype. 3agadyn HHPOPMALMOHHON 0€30aCHOCTH CBOASATCS K
MUHUAMM3AIUN yiiepOa OT BO3MOXKHOW peanu3aruu yrpo3 6e3omacHoctu [1/1H, a
TaKke K MPOTHO3UPOBAHUIO U MIPEJIOTBPAILICHUIO TAKUX BO3JIEHCTBUM.

[lonoxeHnue  CIy>KUT  OCHOBOM il  pa3pabOTKM  KOMILIEKca
OpraHU3allMOHHBIX W TEXHUYECKUX Mep IO OO0ecleyeHu0 HHPOPMaLUMOHHOM
0e3onacHocTu caHatopus «3opu CTaBpomojibsi», a TakKe HOPMATUBHBIX M
METOJMYECKUX JIOKYMEHTOM, OOECHEYHMBAIOIINX €€ pealu3aluio, U He

npernoaraeT moAMeHbl (PYHKIIMI TOCy1apCTBEHHBIX OPraHoB Biactu Poccuiickoit
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Qdenepanuy, OTBEHArONIMX 3a oOecreueHue 0e30macHOCTH MHGOPMAIIMOHHBIX

TEXHOJIOTUH U 3aIlUTy HHPOPMAITUH.

[lonoxxeHue sBseTCS MGTOI[OJ'IOFI/I"IGCKOﬁ OCHOBOH JJIA:

dbopMHpOBaHUS U TPOBEIACHUS CIWHOW TIOJUTUKH B 00JacTu
obecrieuenust 6e30macHOCTH caHaTopus «30pu CTaBpOMOIbS»;
OPUHATUS YNPABICHYECKUX DPEIICHUW W Pa3pabOTKU MPaAKTHUUECKHX
Mep IO BOIUIOLIEHUIO MOJUTUKHM OezonmacHocTH [I/[H u BeIpaboTKH
KOMILIEKCa COTJIACOBAHHBIX Mep HOPMAaTUBHO-IIPABOBOTO,
TEXHOJIOTUYECKOTO W OpPraHMU3allMOHHO-TEXHUYECKOIO XapakTepa,
HalpaBJICHHBIX HA  BBISBICHUE, OTPAKEHUE U  JIMKBUAAIUIO
MIOCJIEICTBUI peau3aluy pa3aInyHbIX BUA0B yrpo3 I1/1H;
KOOpJIMHALIMKA ~ JIEATEIbHOCTH  CTPYKTYPHBIX  MOJpa3zesieHuin
canatopusa «3opu CraBpomnosibs»  HpU MNPOBeAEHUU PAbOT 1O
pazButuio u skcmnyatauun UCIIH ¢ cobmtoneHnem TpeboBaHMiA
obecrieueHus 6e3onacHoctu I1/]H;

pa3pabOTKU NPENJIOKEHU 10 COBEPIICHCTBOBAHHUIO IPABOBOIO,
HOPMATUBHOT'0, METOAMYECKOr0, TEXHUYECKOIO U OPTraHU3aLMOHHOTO
obecnieuenusi Oe3zonacHoctu [IJln B UCII[H canaropus «3opu

CraBpononbs».

[IpaBoBoit 06azoit st pa3pabOTKU HACTOAIIETO TIOJMOXKEHHS CIIyXKaT

TpC6OBaHI/IH ﬂeﬁCTBYIOHIHX B Poccum 3aKOHOAATCIIBHBIX W HOPMATHUBHBIX

JIOKYMEHTOB 110 00€eCIIeYeHn0 0€30MaCHOCTHU NepcoHanbHbIX AaHHbIX ([1/1H).
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1 OO0Ommue moJIoKeHUs

Hacrosimee [lonoxenue ompeaenser OCHOBHBIE LIENM M 3aJlayd, a TaKXKe
OOIIyI0 CTpaTeTui0 TMOCTPOCHUS CHUCTEMBI 3alllUTHl TEPCOHATBHBIX JJTAHHBIX
(C3I1n) canatopusi «3opu CraBpomnoibs». [lonoxenue ompenensieT OCHOBHBIC
TpeboBaHuUs U Oa30BbIe MOAXObI K UX peAU3alUU, ISl TOCTUKEHUSI TPEOYyeMOTO
ypOBHsI 0€30MacHOCTH WH(OPMAITUH.

C3II[dn mnpencraBiasieT coOOW COBOKYMHOCTh OpPraHU3ALMOHHBIX U TEX-
HUYECKUX MeponpusaTuil Juis 3amuthl [IJ[H OT HENpaBOMEPHOTO WK CIYyYailHOTO
J0CTyNa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKMPOBAHHUSA, KOMMPOBAHUSA, pac-
npoctpanenus [1/]H, a Takke MHBIX HEIPABOMEPHBIX IEMCTBUN C HUMHU.

be3zonacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAaeTCsl MyTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOIO, B TOM YHCII€ CIy4YailHOTO, AOCTYNa K NEPCOHATbHBIM
JAHHBIM, PE3yJbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHE, W3MEHEHHUE,
O0JI0KUpOBaHUE, KOIUPOBAHUE, PACTIPOCTPAHEHUE TTEPCOHATLHBIX JAHHBIX, 4 TAKKE
MHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUM.

Ctpyktrypa, CcOCTaB W  OCHOBHbIE  (DYHKIIMM  TEXHUYECKUX U
opraHu3auuoHHbIXx Meponpustuii C3II[IH ompenenstorcss UCXOAs W3 YpPOBHS
samuineHHocty  (kiacca) MCII[H, yCTaHOBIEHHOTO B  COOTBETCTBUU C
tpeboBanusmu [loctanosnenust [IpaBurensctBa Ne 1119 ot 1 HosiOpsa 2012 r.,
npukaza @CTOK Poccum Ne 17 ot 11 deBpans 2013 r., mpukaza ®CTIK
Poccun Ne 21 ot 18 deBpans 2013 r., a Takke B COOTBETCTBUM ¢ TPeOOBaHUSIMU
ITocranoBnenust IlpaBurensctBa Poccuiickoit ®epepamuu Ne 687  «OO0
yTBepxkaeHun [lonoxxenus 00 0COOEHHOCTSIX 00pabOTKHU MEPCOHATBHBIX JAHHBIX,
OCyLIECTBJIsIEMOl 0€3 HCHIoJb30BaHMs cpeAcTB aBromatuzauum». C3IIIn
BKJIFOYAET OpPraHU3allMOHHbIE MEpbl W TEXHUYECKUE CPEIACTBA  3aILUTHI
uHpopmauu (B TOM uucie MHU@poBalibHbIE (KpunTorpaduyeckue) CpeacTBa,
CpeACcTBa  NPEAOTBPAICHUS  HECAHKIMOHUPOBAHHOTO  JIOCTyNa,  YTEUKHU

nHGOpPMAIIMH 110 TEXHUYECKUM KaHallaM, IPOrPaMMHO-TEXHUYECKUX BO3JICHCTBHIM
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Ha TexXHUYeckue cpeactBa oOpaborku [IJIH), a Takke UCHOIb3yeMble B
nH(OPMAITMOHHON cucTeMe MH(POpMAIMOHHBIE TEXHOJIOTUH.
OTU MephI IPU3BaHbl 00ECTICUUTD:

- KOH(UACHITMATHHOCTD uH(opManu (zammTa oT
HECAHKIIMOHUPOBAHHOT'O O3HAKOMIICHHUS);

- IEeJIOCTHOCTh HMH(OpMaANMU (aKTyalbHOCTh W HEMPOTUBOPEYUBOCTH
uHdopmaIu, ee 3alUIIEHHOCTD OT  pa3pyuIeHUs u
HECAHKIIMOHUPOBAHHOTO U3MEHEHU);

- JIOCTYNMHOCTh HH(pOpManuu (BO3MOXKHOCTh 3a MPUEMIIEMOE BpeMs

MOJIYYUTh TpeOyeMyt0 HH(POPMAITMOHHYIO YCIIYTY).

Cragum co3ganus C3I1/IH BKIIFOYAIOT:

- NpeanpoeKTHas CTaAus, BKIIOYAIOIIas IPEeANpPOeKTHOE 00CIe0BaHE
NUCIIIH, pa3paboOTKy TEXHUYECKOro (YacCTHOIO TEXHHYECKOIO)
3a/laHHs Ha €€ CO3JaHuE;

- CcTaaus NPOEKTHPOBaHUA (pa3pabOTKU MPOEKTOB) U peaau3alud Mep
samutel C3I1/1H;

- cragua BBoaa B jgeidctBue C3II/IH, BKIOUaromas OIBITHYIO
DKCIUTYyaTallMi0 Y MPUEMO-CHATOYHBIE HWCIBITAHUS CPEICTB 3aLUThI
uH(popmaimm, a takxke oueHky coorBerctBus C3II[H TpebGoBaHusIM

0e30MacHOCTH MH(OpMaLUK.

OpraHu3aliMOHHBIE MEpbl MPEAYCMATPUBAIOT CO3JaHUE M MOJJIEPKAHUE
mpaBoBoii 0a3el Oe3omacHoctu IIJIH u pa3paboTky (BBeaeHHE B JEHCTBHC)
npenycMoTpennbix  [lonmutukoit unHdopmanmonHoit 6ezonacHoct  UCIIAH
CHENYIOIINX OPraHU3aLNOHHO-PACIIOPSAAUTEIIBHBIX JOKYMEHTOB:

- Ilman weponpusatuii mo obOecnedyennro 3amuTthl [I[/ln npu wux
o6padotke B UCII/IH;

- Ilnan meponpusTuii Mo KOHTPOIIO odbecnieueHus 3amuThl [1)1H;
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- Tlopsimok pe3epBUpOBAaHMS U BOCCTAHOBJIEHHUS pPabOTOCIIOCOOHOCTH
TC u 110, 6a3 manubeix u C3U;

- JomxHocTHas wuHCTpykuuss aamuHuctpatopa HWCIIIH B 4actu
obecrnieuenus 6ezonacHoctH [1J{H npu ux o6padotke B UCII/H;

- JlomkHOCTHAas HHCTPYKUMSA agmMuHucTparopa 6e3zonacHoctu UCIH;

- HomxnocTtHas wuHCTpykuusa nons3oBarenss HWCII[ln B wactu
obecrieuenus 6ezonacHoctu [1/[H mpu ux o6padotke B UCII/IH;

- HMHcTpykums Ha cilyyail BOSHUKHOBEHUS BHEIITATHOM CUTYallUU;

- HHcrpykuus no pazMenieHuto, 000py10BaHUIO U OXpaHe MOMEIICHHH,
IJI€ XpaHATCS NEPCOHAIBHBIE TAHHBIE, IO XPAHEHHUIO NMEPCOHAIBHBIX
JaHHBIX HAa OyMa)KHBIX HOCHUTEJSX U MOPSIKY pabOThl UCIIOIHUTENEH

C NICpCOHAJIbHBIMH JAHHBIMH Ha 6YM8,)KHBIX HOCHTCIIAX PIH(l)OpMaI_[I/II/I.

TexHuueckre Mepbl 3aIUThI PEATTU3YIOTCS MPU MOMOIIH COOTBETCTBYIOIIUX
MPOTPAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3aIUTHI.

[lepeueHb HEOOXOIUMMBIX MEpP 3alIUThl HMHGPOPMAIUU OMPEACIICTCS IO
pe3yibTaraM BHYTpeHHEH mnpoBepku Oe3omacHoctu MCII[H canaTopus «3opu

CraBponosbs».
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2 3aaauu C3I1/In

OcnoBnoit nenbto C3I1/H siBnseTcs MUHUMU3aLUs yuiepOa OT BO3ZMOXKHOM
peanuzanuu yrpo3 6ezonacHoctu I1/1H.

Jlns moCTHOKEHHMST OCHOBHOM Ienu cucteMma Oe3omacHoctH [IJIH momkHa
obecnieunBaTh 3PGEKTUBHOE PEIICHUE CAETYIONINX 3a/1a4u:

- 3aIMTy OT BMemaTenbcTBa B mporecc GpynkimonupoBanus UCIIIH
MOCTOPOHHHUX JIKIl (BO3MOXHOCTh Hcnosib3oBanust NCII/xn u nocryn
K €€ pecypcaM JOJDKHBI MMETh TOJBKO 3aperHCTPUPOBAHHBIC
YCTaHOBJICHHBIM MOPSJIKOM I10JIb30BATENN);

- Ppa3rpaHUYEHUE JIOCTyINla 3apPErMCTPUPOBAHHBIX IOJIB30BATENIEH K
anmnapaTHbIM, IPOrpaMMHBIM U uH(popmarmoHHbM pecypcam MCIIIx
(BO3MOXXHOCTh JIOCTYNAa TOJBKO K TEM pecypcamM W BBIIOJTHEHUS
TOJIBKO T€X OIepaluidl ¢ HUMHU, KOTOpPhle HEOOXOIUMBI KOHKPETHBIM
nonb3oBaressiMm  WMICII[IH it BBITIONTHEHUST CBOMX — CIIYKEOHBIX
00513aHHOCTEM), TO €CTh 3aIIUTY OT HECAHKI[MOHUPOBAHHOTO JIOCTYIIA!

1) x undopmanuu, mupkynupytomieit B UCII/H;

2) cpeacrBam BbrunciautenbHoi Texuuku UCII/IH;

3) ammapaTHBIM, TPOTPAMMHBIM M KPUNTOTpaPUIecKuM
cpeacTBaM 3amuThl, ucnoib3yeMbiM B UCII/H;

- PErucTpaunmio JICMCTBHM TNOJB30BATENCd TMPH  HUCIOJIb30BAHUU
samumaeMbix  pecypcoB  MCIIJIH B CHUCTEMHBIX JKypHajax H
IIEPUOIUYECKUN KOHTPOJIb KOPPEKTHOCTU ACHCTBUM I10Jb30BATEIIEN
CHUCTEMBI ITyTEM aHAJIN3a COAEPKUMOTO ITUX )KYPHAJIOB;

- KOHTpOJIb IEJNOCTHOCTH (oOecrieueHne HEU3MEHHOCTH) Cpejbl
VCIIOJTHEHHUS MPOTPAMM U €€ BOCCTAHOBJIICHUE B CIIy4ae HAPYLICHNUS,

- 3alUTy OT HECAaHKUMOHUPOBAHHOW MOAU(PUKAIMK U KOHTPOJIb
nenoctHocTy ucnoas3dyemelx B MCII/IH mporpamMHBIX CpencTs, a
TAaK)K€ 3alllUTy CHUCTEMbl OT BHEAPEHUS HECAHKIMOHUPOBAHHBIX

porpamm;
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3amuTy [1JIH OT yTeuku no TEXHUYECKUM KaHalaM Mpu ee 00padoTKe,
XpaHEHUH U TNepejiaye Mo KaHajlaM CBSI3H;

sammuty [1JIH, xpanumoi, oOpabaThiBaeMOW M IepelaBacMOi II0
KaHajaM CBsI3U, OT HECAHKIIMOHMPOBAHHOTO pasrjalieHus WIH
HCKa)KEHUS,

oOecrieueHne KUBYYECTU KPUNTOTpahUUEeCKUX CPEACTB 3alIUTHI
uH(OpMAaIUU IPU KOMIIPOMETAIIUU YaCTH KIIFOYEBOM CUCTEMBI;
CBOEBPEMEHHOE BBISBJICHUE HCTOYHUKOB yrpo3 Oe3omacHoctu I1J1H,
OpUYMH W YCJIOBUM, CIOCOOCTBYIOIIMX HAHECEHUIO yliepOa
cyowekram [1/IH, cozmanue MexaHu3Ma ONEPaTUBHOTO pearupoBaHUs
Ha yrpo3bl Oe3onacHocTH [1JIH 1 HeraTUBHBIE TEH ICHIINH;

CO3/ITaHHUE€ YCIIOBHM IS MUHMMU3AIUU U JIOKAIU3AUUA HAHOCUMOIO
yiiep6a HerpaBOMEPHBIMU ICUCTBUSAMU (PUBNYECKUX U FOPUIAMUECKHUX
Ju1l, ociabiieHne HEraTUBHOTO BIMSHUS U JIMKBUJAIUS TOCIIEICTBUN
HapyweHnus oezonacHoctu [1J1H;

o0opyI0BaHME U OXpaHa MOMEIIECHUHU, TJIe XPaHATCS MEePCOHATbHBIC
JAHHBIE;

COOJIIOZICHUE TIOpsSiAKA XPAHEHUsT TMEPCOHAIBHBIX JAHHBIX Ha
OYMa)KHBIX HOCUTEISX;

coONIoZIcHNEe TOpsKa XpaHEHWs KIIoYeHd OT TIOMCIICHHH TJie
xpandarcs [1JIH Ha OyMaKHBIX HOCUTEISX;

coOmrofieHre Topsiika pPabOThl HMCIOJHUTENCH C TMEePCOHATBHBIMU

JTAHHBIMHU Ha OyMaKHBIX HOCUTEISIX MH(GOPMAIIHH.
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3 OO0BLeKTHI 3aIUTHI

Ilepeyenb HHPOPMALMOHHBIX CHCTEM
B canmatopunm «3opu  CraBpomonibs»  OPOU3BOAMTCA  00paboOTKa

MEePCOHANTBHBIX JAaHHBIX B MH()OPMAIIMOHHONW CHUCTeMe 0OpabOTKH MEepPCOHATBHBIX
nauubix (UCIIIR).
[lepeuenr WCII[IH ompenensiercs B mpoliecce pabOThl KOMHUCCHH, TIO

uTOTraM paboT KOTOpou coctarseTcs akT kinaccudukaruu UCIH.

IlepeyeHb 00bEKTOB 3aUTHI
OObexTaMu 3alUThI ABJSOTCS — HH(popMmanus, oopadbaTtsiBaemas B UCII/H,

U TEXHUYECKHE CcpeacTBa ee¢ 00paboTkm M 3amuThl. CHHCOK TNEPCOHAIBHBIX
JTAQHHBIX, TOJICKAIIUE 3aIllUTe, ompenaesieH B IlepeyHe MmepcoOHANbHBIX JTaHHBIX,
noaexamnux 3amurte B UCII/,

OOBEKTHI 3alIUThI BKIIOYAOT:

1. OOpabaTeiBacMasi nH(pOpMALHSL.

Texnonorudeckas nHGoOpMaIus.
[IporpaMMHO-TEXHHUYECKHE CPE/ICTBA OOPAOOTKHU.
Cpenctsa 3amutsi [111H.

Kanasnber nadopmaiionHHoro ooMeHa 1 TeIeKOMMYHUKAIIHH.

A

OOBEKTHI W IMOMCIICHUS, B KOTOPBIX pPAa3MCHICHbBI KOMIIOHCHTHI

UCTIIn.
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4 Kaaccudpuxkanus noaszosareseit UCILIn

ITonp3oBarenem NCIIIn SABJIACTCS L0, Y4acCTBYIOLLIEE B
GYyHKIMOHUPOBAHUM WH(OOPMAITMOHHONW CHCTEMbBl TEPCOHABHBIX JAHHBIX WM
UCTIONIb3YIONIee pe3ysbTarhl ee (ynkuuonupoBanus. [lonbs3zoBarenem WCIIAH
ABIIAETCS 000 cOTpYIHUK caHaTtopus «3opu CTaBponoiibs», UMEIOIUNA JOCTYI
k UCII[IH m ee pecypcaM B COOTBETCTBMM C YCTAHOBJICHHBIM IOPSJIKOM, B
COOTBETCTBHHU C €r0 PYHKIIMOHAIbHBIMU 00S3aHHOCTSIMHU.

ITons3zoBarenu UCII/IH nenarcs Ha TpU OCHOBHBIE KATETOPHM:

AnmunucTpaTop HHGOOPMAIIMOHHON G€30aCHOCTH.
Corpynauku  canatopust «3opu  CraBpomnosibs», KOTOpPbIE  3aHUMAKOTCS
HACTPOWKOW, BHEIPEHHUEM ©  CONMPOBOXKICHHUEM CHCTEM  O€30IMaCHOCTH.
Anmunuctpatop Ub obnanaet ciemyronmm ypoBHEM JOCTYIIA:
- oOnamaerT mnoiaHOM wuHMOpMalKMel O CUCTEMHOM U MPHUKIATHOM
nporpamMHom obecrnieuennu MCITJIH;
- obOmamaer monHOW wuWHGOPMAIME O TEXHUYECKUX CPEACTBaX U
koHpurypauuu UCIIH;
- HMMEeT JOCTyll KO BCEM TEXHHMYECKHMM CpEICTBaM 00pabdOTKU
nHpopmanuu u gaaasM UCITH;
- He oOnagaeT mpaBaMu KOH(UTYPUPOBAHHS W aJIMHUHUCTPATUBHOMN
HacTpouku TexHudeckux cpeacts MCIT/H.
Anmvunuctparop UCI/IH.

Corpynauku  caHatopusi «3opu CTaBpoOIOibsS», KOTOPHIE 3aHHUMAKOTCS
COMPOBOXKJICHUEM IPOTPAMMHOI0 00€CTICUEHUS.

Anmunuctpatop UCII/IH o6nagaeT cienyommuM ypoBHEM JOCTYIIA:

- obmanaer uHdopmanueir 006 alropuTMax M mporpammax oOpadOTKH
unpopmaruu Ha UCIT/IH;
- o0ysanaer BO3MOKHOCTSIMUA BHECEHHUS OIIMOOK, HEJIEKJIapUPOBAHHBIX

BO3MOKHOCTEM, TPOrpaMMHBIX 3aKJIaJI0K, BPEAOHOCHBIX MPOTPaMM B
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nporpammHoe obOecneuenre MCII/In Ha cragum ee pa3paboTKw,
BHEJIPEHUS U COIIPOBOKICHUS;

- MOXET pacnonaraTb JiIOObIMM (parMeHTamMu HUHGPOpMalLuu O
toniosiorun UCIIJIH 1 TexHuueckux cpencrBax oOpaOdOTKHU U 3aIUTHI
I1/T1, o6padateiBaembix B UCII/IH;

- oOnamaer mpaBaMu KOH(PUIYpPUPOBaHHS M  aJIMUHUCTPATUBHOM
HacTpouku TexHudeckux cpeacts MCII/H.

Oneparop UCTI/In.

Corpynauku  mnogpazaeneHuid  caHaropusi  «3opu  CrTaBpomnosibs»
yuactByromux B npouecce skcruryarauud MCII/Iu. Onepatop MCII/IH obnanaer
CJIEIyIOLIUM YPOBHEM JOCTYyIA!

- o0Osamaer BceMH HEOOXOAMMBIMU aTpuOyTaMu (Hampumep, naposem),
00€ecreynBaIIMMH I0CTYT K HEKOTOpoMy noamMHoxecTBy I1/1H;

- pacnosnaraeT KOH(QUIAECHUUAIbHBIMH JAHHBIMH, K KOTOPBIM HMEET

JOCTYIL.
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5 OcHoOBHBIE INPUHIMAIIBI TOCTPOCHUSA CUCTEMBI KOMILJIEKCHOM 3alllUThbI

uHopMaUU

[Toctpoenue cucremnl ooecrnieuenus 6e3onacuoctu [1/In UCIT/In canaTopus

«30pI/I CTaBpOHOJ'II)H» n ¢ (bYHKHI/IOHI/IpOBaHI/Ie JOJUKHBI OCYHICCTBIIAITLCA B

COOTBETCTBUHU CO CJIEAYIOIINMU OCHOBHBIMU IMPUHIUIIAMU:
- 3aKOHHOCTb;
- CHCTEMHOCTb;
- KOMIUIEKCHOCTb;
- HENPEPBIBHOCTH;
- CBOEBPEMEHHOCTD;
- TPEEMCTBEHHOCTb U HEMPEPBIBHOCTH COBEPIIICHCTBOBAHMS;
- TEepPCOHAJIbHASA OTBETCTBEHHOCTb;
-  MHHUMM3ALUS IOJTHOMOYHNM;
- B3aUMOJICMCTBUE U COTPYAHUYECTBO;
- TUOKOCTbh CUCTEMBI 3aIlIUTHI;
- OTKPBITOCTH aJITOPUTMOB U MEXAHU3MOB 3alIUTHI;
- TPOCTOTA MPUMEHEHUS CPEJICTB 3AIIUTHI;
- Hay4dHas 000CHOBAHHOCTh U TEXHUYECKAS PEATU3yEMOCTb;
- crmenuanu3anys 1 mpodhecCuOHATN3M;

- 0043aTeIbHOCTbh KOHTPOJISI.

3aKOHHOCTH

[Ipeanonaraer OCyLIECTBICHUE 3aIUTHBIX MEPONPHUITHI U pa3pabOTKy

C3I[dn canatopusi «3o0pu CTaBpomoiibs» B COOTBETCTBUU C JCUCTBYIOIIMM

3aKOHOJATENBCTBOM B 00sacTu 3auuThl [1/IH U ApyruX HOPMATHUBHBIX AKTOB IO

6e3omacHOCTH UH(OPMAIIUU, YTBEPKIEHHBIX OpraHaMH TOCYJapCTBEHHOUM BIACTH

" YIIPpaBJICHHA B IIPCACIIAX UX KOMIICTCHIIUH.

[Tonp3oBarenn u obcmyxkuBaromuii nepconan [1/ln UCII[Au canatopus

«3opu CTaBpoOmoibs» JOKHBI OBITh OCBEJOMIICHBI O TMOpsSAKe pPabOThI ¢
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3amum@aeMoil nHpopManed 1 00 OTBETCTBEHHOCTH 3a HapyILIEHUE MOpsaKa
3amuthl [1/H.

CucremHoctb
Cucremupii  noaxon Kk nocrpoenuto C3II[IH  caHaropus «3opu

CraBponosbs» NpeanojgaracT y4eT BCEX B3aUMOCBS3aHHbBIX, B3aUMOJICHCTBYOIIUX
U U3MEHSIOIIMXCS BO BPEMEHH JJIEMEHTOB, YCJIOBHH U ()aKTOPOB, CYIIECTBEHHO
3HAYMMBIX JUIsI TIOHUMaHUS W peIeHUs MpoOieMbl oOecrieueHusi 0e30MacHOCTH
IIu UCIIJH canatopusi «3opu CTaBpOMOJIbs.

[Ipu co3maHuM cUCTEMBI 3alllUThl JOJDKHBI YUWUTHIBATHCS BCE ciaObie U
HamOoJiee ys3BUMBIE MecTa cucteMbl oOpabotku II/[H, a Takke xapakrep,
BO3MOKHBIE OOBEKTHI U HAIIPaBJIEHHUS aTaK HA CUCTEMY CO CTOPOHBI HAPYIIUTEIICH
(ocobenno BBICOKOKBAJTU(DUITUPOBAHHBIX 3JI0yMBIILICHHUKOB), nyTH
NpPOHUKHOBEHUsSI B pacnpeneneHHbie cucreMbl U HCJl k undopmanuu. Cucrema
3alUTHl JIOJKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX H3BECTHBIX KaHAJIOB
nponukHoBeHUs1 1 HCJI x nuHpOpManuu, HO ¥ C y4€TOM BO3MOXXHOCTHU TOSIBIICHHUS
NPUHIMITHAIBHO HOBBIX MyTEH peaanu3aiuu yrpo3 0€301macHOCTH.

KoMIuiekcHOCTDH
KoMmiekcHOe uCIoJib30BaHME METOJIOB M CPEACTB 3aIlUTHI MPEANOIaract

COIVIACOBAHHOE NPUMEHEHUE PA3HOPOAHBIX CPEJICTB IPU MOCTPOCHUU LETOCTHOM
CUCTEMBbI 3alllMThI, IMEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAYMMBbIC) KaHAJIbI
peanu3anuy yrpo3 M He coJiepKaiield ciabbIX MECT Ha CTBhIKaX OTHEIbHBIX €€
KOMITOHEHTOB.

3ammTa 10/KHA CTPOUTHCS SUIECTOHUPOBAHO. sl KaX0ro KaHala yTeuKu
uHQOpMalMM W I KaXJI0M yrpo3bl 0€30MacHOCTH JIOJHKHO CYIIECTBOBATH
HECKOJIbKO 3alUTHBIX pyOexeit. Co3naHue 3aluTHBIX pyOexe OCyIeCTBISIETCS C
Y4€TOM TOTO, YTOOBI JJIsi UX TPEOJOJICHUS MOTEHIUAILHOMY 3JI0YMBIIIJICHHUKY
TpebOBaMCh MPOPECCUOHAIBbHBIE HABBIKM B HECKOJIBKUX HEB3aUMOCBS3aHHBIX

o0nacTx.
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Buemnsas 3amura A0mKHA o0OecreunBaThesl (PU3MYECKUMM CPEICTBaMH,
OpraHMU3allMOHHBIMU U TPaBOBbIMH Mepamu. OJHUM U3 HauboJiee YKpEIICHHbBIX
pyOexelt mpu3BaHbl OBITH CPEJCTBA KPUMITOTPA()UUECKON 3aIUThI, PpeaTu30BaAHHbBIC
¢ wucnosb3oBanueM TexHosorun VPN. llpukimagHoi ypoBEeHBb  3allUTHI,
YUYHUTHIBAOIIMK OCOOCHHOCTH TPEIMETHON O00JacTH, MPEACTABISICT BHYTPEHHUUN
pPyOEK 3aIUTHI.

HenpepsiBHOCTb 3amuuThl I1/1H
3ammra [I/lH — He pa3oBoe MEpPONPUATHE M HE MPOCTas COBOKYIHOCTb

MIPOBEJICHHBIX MEPONPUSATUNA U YCTAHOBJICHHBIX CPEJICTB 3AIlMThI, 4 HEMPEPHIBHBIN
L[€JICHAINPABIICHHBIM MPONECC, MPEANOJaralliuil MNPUHITHE COOTBETCTBYIOIIUX
Mep Ha Bcex dtanax xku3HeHHoro uukia MCITIH.

NCITIH 1omKHBI HAXOAUTHCS B 3alIMIICHHOM COCTOSIHUM HA MPOTSKEHUU
BCEro BpeMeHM uX (YyHKUUOHUPOBaHUSA. B COOTBETCTBUM C 3THUM TPHUHIIUIIOM
JOJDKHBI  MPUHUMAThCa Mephl 1o  HemomymeHuto mnepexoga HWCII[Jn B
HE3AIIUIIEHHOE COCTOSHUE.

bonpmmHCTBY (U3MYECKUX ¥ TEXHUYECKUX CPEJACTB  3allUThl  JUIs
3 ()EKTUBHOIO  BBINOJHEHUS CBOMX (YHKUMA HEOOXOJMMa MOCTOSHHAS
TeXHUYECKas u OpraHu3alMOHHAas (aAMUHUCTpaATUBHAS) NOJAJIepKKa
(cBOEBpeMeHHasi CMEHa U O0ecCIeueHHUEe MPABWIBHOTO XpaHEHUs U NPUMEHEHHs
MMEH, TapoJiel, Kiouel mudpoBaHUs, IEPEONpeiesieHe MOJTHOMOYMNA U T.IL.).
[lepeppiBbI B paboTe CpeacTB 3allUThl MOTYT OBITh  HCIOJIb30BAHBI
3JIOYMBIIJICHHUKAMH JJIs aHaJIM3a MPUMEHSIEMBIX METOJOB U CPEACTB 3alllUTHI,
JUISL BHEAPEHUS CHIEUATIbHBIX MPOTPAaMMHBIX U anmnapaTHBIX "3aKJIaloK" U JIpyrux
CPEACTB  NPEOAOJEHUS CHUCTEMBI  3alIUTBl  IOCIE  BOCCTAHOBJICHUS €€

(YyHKIMOHUPOBAHUS.

CBOEBpPEMEHHOCTD
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[Ipennonaraer ynpexaarnui xapakrep mMep obecredeHus 0e30MacHOCTU
ITJIH, TO ecTh MOCTAHOBKY 3aj1au o komIuiekcHo# 3amure MCII/IH u peanuzanuto
mep obecnieuenust 6ezonacHocT [1JIH Ha panHux craausx pazpadotku UCIIIH B
IIEJIOM U €€ CUCTEMBI 3alTUThl MH(OpPMAIUH, B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3alTuThI TOJDKHA BECTUCH MMAPAJUIEITbHO C pa3padoTKOM
U pPa3BUTHEM CaMOMl 3alllMUIAeMON CUCTEMBI. DTO MO3BOJIMUT YUeCTh TpeOOBaHUS
0€30MacHOCTU MPU MPOCKTUPOBAHUM APXUTEKTYPHI U, B KOHEYHOM CUETE, CO3/1aTh
oonee sddexkTuBHBIC (KaKk IO 3aTpaTaM pEeCypcoB, TaK MU MO CTOUKOCTH)
3alIUIIEHHBIE CUCTEMBI.

HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHHUE
Hpennonara}OT IMOCTOAHHOC COBCPIICHCTBOBAHUE MCP U CPCACTB 3allUThI

MHpOpMaIIMU HA OCHOBE MPEEMCTBEHHOCTH OPTraHM3allMOHHBIX U TEXHUYECKUX
pelieHuii, KaapoBoro cocrtaBa, aHanmuza QyHkuuoHupoBanus WCII[H u ee
CHUCTEMBI 3allUThl C YYETOM H3MEHEHHUM B METOJax MU CpPEACTBaX IepexBara
uHopMaIuy, HOPMATUBHBIX  TpeOOBaHWUN TO  3alIUTe, JOCTHUTHYTOTO
OTEYECTBEHHOT'O M 3apyOEKHOTO OIBITA B 3TON 00JIACTH.

Hepconanbﬂaﬂ OTBETCTBCHHOCTD
HpennonaraeT BO3JIO0XKXCHHC OTBCTCTBCHHOCTH 3a obecrieueHmne

6esomacHoctu IIJlH m cuctembpl ux 00pabOTKM Ha KaXIOTO COTPYAHHKA B
mpejenax ero MoJHOMOYUN. B COOTBETCTBUU C 3TUM MPUHIIUAIIOM PACTIPEICICHHUE
mpaB ¥ O0S3aHHOCTEW COTPYAHUKOB CTPOUTCA TaKHUM 00pa3oMm, 4yTOOBI B cCiydae
J000TO HApyIICHHWs] KPYyT BUHOBHUKOB OBLT YETKO HM3BECTCH WM CBEIEH K

MHAHHUMYMY.
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IpuHUMI MUHEMHU3ANUU TOJTHOMOYMH
O3HavaeT mpeAoCTaBIEHUE MOJIb30BATENSIM MUHUMAJIBHBIX TIPaB JOCTyNa B

COOTBETCTBHUH C TIPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MPHUHIIMIIA «BCE,
YTO HE Pa3peIICHO, 3aIPEIICHO.

Hoctyn kx [1JIH 1omkeH mpeaoCTaBIsaThCA TOJBKO B TOM Cilydae U o0ObeMe,
€CIIM DITO HEOOXOAUMO COTPYJIHMUKY JUIsl BBITIOJHEHHUS €ro JOJDKHOCTHBIX

0053aHHOCTEN.

B3aumoaeicTBue U COTPYAHUYECTBO
[Ipeanonaraer co3gaHue OnaronpusiTHOM arMochepbl B KOJUIEKTHBAX

nojapazzaeneHuit, obecneunBaromux aearenbHocth WMCII[IH  canaTopust «3opu
CraBponosibs», JJIsI CHMXKEHHS BEPOSTHOCTHM BO3HUKHOBEHHSI HETAaTHMBHBIX
JIEHCTBHI CBS3aHHBIX C YEJIOBEUCCKUM (PaKTOPOM.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAHHO COOJIO/IATh
YCTAaHOBJICHHBIE TMPaBWJIA W  OKa3blBaTh COJCWUCTBUE B  JCATEIBHOCTH
NoApa3AeICHUN TEXHUYECKON 3aIUThl HHGOPMAIIUH.

I'moxocTh cucrembl 3amuThl 1110
[IpuHATEIE MEphI M yCTAHOBJEHHBIE CpEJCTBA 3aIlMTBI, OCOOCHHO B

HaYaJIBHBIN MMEPUOJI MX SKCIUTyaTaIllid, MOTYT 00eCTICUnBaTh KaK YpPEe3MEPHBINA, TaK
W HEJAOCTAaTOYHBIH ypOBeHb 3ammThl. J[g obOecrmeueHus BO3MOXKHOCTH
BapbUPOBAHMUSA YPOBHEM 3alllMIICHHOCTH, CPEJICTBA 3allUThI JOJDKHBI 00J1a1aTh
omnpenesieHHoW THOKOCThI0. OCOOEHHO Ba)XKHBIM 3TO CBOMCTBO SIBJISIETCSI B TEX
CIydasx, KOIJIa YCTAHOBKY CPEJCTB 3alllUThl HEOOXOJWMO OCYIIECTBIATh Ha
paboTarInyo  CHUCTeMy, HE  Hapymas Ipolecca €€  HOPMaJbHOTO
(GyHKIIMOHUPOBAHHUS.

OTKprTOCTL AJITrOpUTMOB 1 MEXAHU3MOB 3allIUTHI
CYTB IMPUHOUIIA OTKPBITOCTHU aJITOPUTMOB U MEXAHU3MOB 3allIUTbl COCTOUT B

TOM, YTO 3alluTa HE JOJKHA O00eCleYyuBaThCs TOJBKO 3a CUET CEKPETHOCTH
CTPYKTYPHOM OpraHu3aldd H ajiroputMoB (yHKIIMOHUPOBAHHS €€ IOJCUCTEM.

3HaHue AJITOPUTMOB pa6OTBI CHUCTCMBI 3alllMThlI HC AJOJDKHO AaBaTh BO3MOXKHOCTH
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ee npeogoJienus (Haxxke aBropam). OgHaKoO, 3TO HE O3HA4YaeT, yTo MHMOpMAIHS O
KOHKPETHOM CHUCTEME 3allIUThI TOJKHA OBITH OOIIEIOCTYIIHA.

IIpocTroTa NnpuMeHeHUs CPeACTB 3aIUTHI
MexaHu3Mbl 3alUThl JIOJDKHBI OBITh MHTYUTHBHO TOHSATHBI M TPOCTHI B

UCrosib30BaHuM. [IpumMeHeHue cpeicTB 3allMThl HE JOKHO OBITh CBSI3aHO CO
3HAHUEM CHEIUATbHBIX S3BIKOB WM C BBHINOJHEHUEM JICUCTBUN, TPeOyIOIIUX
3HAYUTEIBHBIX  JIOTIOJHUTENBHBIX  TpPyAO3aTpaT TMpu  OObIYHONW  paboTe
3apETUCTPUPOBAHHBIX YCTAHOBJIEHHBIM MOPSAJIKOM MOJIb30BaTEIEH, a TaKXKE HE
JIOJKHO TpeOOBaTh OT MOJIb30BATENSl BBIMIOJHEHUS PYTUHHBIX MAJOMOHSITHBIX €MY
onepaiuil (BBOJ HECKOJIbKUX MapoJied U UMEH U T.J.).

JloJbKHAa JOCTUTaThCsl aBTOMATHU3alldsl MAaKCHUMAJIBHOTO 4YHCa JACHCTBUM

nosnb3oBarenen u anMuauctparopos UCII/IH.

HayuHnast 000CHOBAaHHOCTH U TEXHUYECKAS pPeajin3yeMoCcThb
NudopmarimoHHbie TEXHOJIOTHH, TEXHHYECKHE W MPOTPAMMHBIE CPECTBA,

CpeAcTBa M MeEphbl 3alluThl WH(POpMANMU JOJDKHBI OBITh peaju30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUYKH
3peHUs JTOCTMXKCHHS 33aJJaHHOTO YPOBHsI 0€30MacHOCTH MH(POPMAIUU U JIOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHUAM 110 O€30MacHOCTH
IT/1n.

C3I1/In nomxHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BO3MOXKHBIE PUCKHU IS
KOTOPBIX M MEphl IPOTUBOJACHCTBUSI ATUM PHUCKAM MPOUUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U TPAKTUUECKYIO ITPOBEPKY.

Cnennanu3anus 1 npodeccnoHaIn3m
[Ipeamonaraer mpuBJICUYCHHE K pa3padOTKE CPEACTB M peaau3alud Mep

3alUThl  WMH(OpMANUMU  CHNENMATM3UPOBAHHBIX  OpraHu3aluii,  Hambojee
MOJATOTOBJEHHBIX K KOHKPETHOMY BHUJy [EATECIBHOCTH IO 00ECIEUYEHUIO
6e3omnacHoctu [1/IH, IMEIONUX OMBIT MPAKTUYECKOW PabOTHI U TOCYJAAPCTBEHHYIO
JUIIEH3UIO Ha TMpaBO OKa3aHUsi Yychayr B JTol oOmactu. Peanmuzanms

AJIMHUHUCTPATUBHBIX MCp )51 OKCILTyaTanus CpeacTB 341U ThI JOJDKHAa
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OCYIIECTBIISITECA ~ MPO(ECCHOHAIIBHO  TMOJTOTOBJICHHBIMH  CIEHUATUCTAMU
caHaropus «30pu CTaBpOnoabs».

00513aTeILHOCTH KOHTPOJIA
[Ipennonaraer 00s3aTENBbHOCTh M CBOEBPEMEHHOCTh  BBISIBIICHUS U

NpecedYeHHs] TONBITOK HApPYIICHWS YCTAHOBJICHHBIX TMPaBWI  OOECIICUCHUS
oe3omacHoctu [IJ[H Ha OCHOBE WCHOJB3YEMBIX CHCTEM U CPEACTB 3alllUTHI
uHOpMAIMU TIPU  COBEPIICHCTBOBAHWUU KPUTEPUEB ¥ METOJOB  OILICHKHU
3 (HEKTUBHOCTH ITHX CUCTEM U CPEJICTB.

KonTponb 3a meATeNbHOCTHIO JIOOOTO TMONH30BATENs, KaXJAOro CpelCcTBa
3alATHl U B OTHOIICHUH JII0OOTO OOBEKTA 3aIIUTHI JOJDKEH OCYIIECTBISATHCS Ha
OCHOBE NMPUMEHEHHSI CPEJICTB ONEPATHBHOTO KOHTPOJIS M PETUCTPAIIMU U JTODKCH
OXBaThIBaTh KaK HECAHKIMOHHPOBAHHBIC, TAaK M CAHKIMOHWUPOBAHHBIC JIEHCTBUS

MOJIL30BATEIIEN.
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6 Mepsbl, MeTOABI U CpeACTBa 00ecniedeHus: TpedyeMoro ypoBHs
3AIUIEHHOCTH

Obecnedenne TpeOyeMoro ypoBHs 3allUIIEHHOCTH JOHKHOCTU JIOCTUTAThCS
C WUCIOJIb30BAaHUEM MeEp, METOJIOB U CPEACTB Oe3zomacHOCTH. Bce Mepsl
obecnieuenus 6ezonacHoctu MICIIIn monpasnensitores Ha:
- 3aKOHOJIaTelIbHbIC (ITPABOBbIC);
-  MOpPaJIbHO-ITHYECKUE;
- OpraHu3alMOHHBIE (aIMUHUCTPATUBHBIE);
- (usnueckue;

- TeXHUYecKue (anmnapaTHble U TPOrpaMMHBIE).

3akoHoaaTebHBbIE (IPAaBOBbIE) MEPbI 3ALIMTHI
K npaBoBbIM MepaM 3amiuThl OTHOCATCS ACHCTBYIOIIME B CTPaHE 3aKOHBI,

yKa3bl 1 HOPMaTHBHBIE aKThl, perjiaMeHTHpYIoule npasuia obpamenus ¢ [1/1H,
3aKpeIIAIONINe paBa U 00S13aHHOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOIIEHUI
B Ipouecce ee O0OpadOTKM M UCIHOJIb30BAaHUS, A TAaKKE€ YCTAaHABIIMBAIOIINE
OTBETCTBEHHOCTh 3a HApyILIEHUs OJOTUX MPaBWI, NPEIATCTBYS TEM CaMbIM
HEMpaBOMEPHOMY Hcnodb3oBanuio [IJ[H u sBistomuecs CcAEp>KUBAOIIUM
(bakTOpoM J1J1s1 NOTEHIMAIbHBIX HApYIIUTENCH.

IIpaBoBbIE  Mephl  3alUTBl HOCAT B  OCHOBHOM  YNPEKIAIOLIUH,
npo(UIAKTHYECKHI XapaKTep U TPEOYIOT MOCTOSTHHON Pa3bsICHUTEIHLHONU PaboThI C
MOJIb30BATEISIMU U 00CTYKUBAIOLIUM IIEPCOHATIOM CHCTEMBI.

MopaJibHO-3THYECKHE MepPbI 3alUThI
K MOpanbHO-3THYECKMM Me€paM OTHOCSTCS HOPMBI IOBEIEHUS, KOTOpPBIE

TPAJULIMOHHO CJIIOKUJIMCh WIIM CKJIAJIBIBAIOTCA MO Mepe pacnpoctpaHenus OBM B
CTpaHe WM oO0mecTse. OTHU HOPMBI  OOJbIIEH YaCThblO HE  SBISIOTCS
00s3aTEIbHBIMUA, KaK 3aKOHOJATEIIbHO YTBEP)KJIECHHBIC HOPMATHUBHBIC AaKThI,
OJIHAKO, UX HECOOJI0JIeHHE BEAET OOBIYHO K MAJICHUIO aBTOPUTETA, MPECTHXKA
YeJIOBEKa, TPYMIbI JIMIl WK OpraHu3anui. MopalbHO-3TUYECKUE HOPMbI ObIBAIOT

KaK HCIIMCAaHBbIC (HaHpI/IMep, 061[I€HpI/I3HaHHI>I€ HOPMBI YCCTHOCTH, IIATPUOTU3MA U
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T.I.), TaK W MHUCAHbIE, TO €CThb O(POpPMIIEHHBbIE B HEKOTOPBII CBOA (YCTaB) MpaBUIl
WJIY TIPEANUCAHNM.

MopanbHO-3THUYECKHUE MEpPbl 3aLUTHI SIBIAIOTCS MNPOPUIAKTUUECKUMU HU
TPeOYIOT MOCTOSTHHOM pabOThI MO CO3[IaHUIO 3A0POBOrO MOPAJIBHOrO KiIMMaTa B
KOJUIEKTUBAX IMOApa3ieacHui. MOpalbHO-3THYECKUE MEpPhI 3aLUThl CHHXKAOT

BCPOATHOCTb BOSHUMKHOBCHUS HCTATHUBHBIX I[CﬁCTBPIﬁ CBA3aHHBIX C YCJIIOBCUCCKHUM

(haxTopoMm.
Opranu3zanmoHHble (A/AMUHUCTPATHBHBbIE) MEPbI 3AIIUTHI
OpranuzanoHHble (aAMUHUCTPATUBHBIE) MEPHI 3AIIUTBl - 3TO MEPbI
OpraHU3alMOHHOTO XapakTepa, perjiaMeHTUPYIOIIHe IIPOLIECCHI

¢bynkunonuposanuss UCII/IH, ucnonszoBanue pecypcoB MCII/IH, nesTenbHOCTb
00CITy’KMBAIOIETO MEPCOHANA, a TAK)KE MOPSAA0K B3aMMOJEHCTBHSI M10JIb30BATENEH
¢ UCIIAx Takum oOpa3oM, 4ToObl B HAMOOJbLIEH CTENEHH 3aTpyAHUTh HIIU
UCKJIIOYUTh BO3MOXHOCTh peajin3allii yrpo3 0e30MacHOCTU WM CHU3HUTH pa3Mep
IOTEPH B CIIy4Yae UX peaanu3aly.

I'maBHass uenb agMUHUCTPATHUBHBIX Mep — cdopmupoBaTth [loauTuky
nHpopmarmonHon Oe3omacHoct [IJ]I[H (OTpakarmryr0 TOAXOIBI K 3allUTe
uH(popManuu) U 00eCIeUnTh €€ BBIIIOJIHEHHE, BbIACISISI HEOOXOJUMbIE PECYpChl U
KOHTPOJIMPYS COCTOSIHHUE JIEIT.

Peanmuzanus I[lomutukn undopmammonnoi 6e3zonacHoctu I[11n B UCII/H
COCTOSIT U3 MEp aIMUHUCTPATUBHOTO YPOBHS U OPraHU3aIllMOHHBIX (MPOIEAYPHBIX)
Mep 3aluThl HHpOpMaIuu.

K aagMHHHCTpaTMUBHOMY YpPOBHIO OTHOCSTCS PEIIEHHS PYyKOBOJCTBA,
3arparuBatomue aesarenbHocTh UCII/IH B nenom. OTH pemeHus 3aKperuisaoTcs B
[Tomutuke wHbOpMamoHHOW Oe3omacHOCTH. [IpumMepoM Takux penieHud MOTYT

OBITh:
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OPUHATHE pElIeHHs 0 (POPMUPOBAHUU WIIH TIEPECMOTPE KOMILIEKCHOM
nporpammbl  obecrieueHus  OezonacHoctu  IIJIH, omnpexnenenue
OTBETCTBEHHBIX 3a €€ pean3aluio;

dbopMmynupoBaHue  LieNied, TOCTaHOBKA  3ajay, OIpelesieHue
HaIpaBJICHUN AeSITENHbHOCTH B 00sacT 6e3onacHoctu [1/1H;
OPUHATHE PEIICHU 1O BOIpPOCAaM  peaM3alii  IPOrpaMMbl
0€30MacHOCTH, KOTOPbIE PAaCCMATPUBAIOTCS HA YpPOBHE CAHATOPUS
«30pu CTaBponoJibsi» B LIEJIOM;

obOecrieueHne  HOpPMATHBHOM  (MpaBOBOM)  0a3bl  BOIPOCOB

0C30IaCHOCTH M T.II.

[Tonutka BEepXHEro ypOBHS JOJKHA YETKO OYEPTUTH cepy BIHUSHUS U

OrpaHUYCHHUsI TIPU ONpeeIeHun 1enei 6e3onacHocty [1JIH, onpenenuTh KaKuMH

pecypcamu (MaTepHalibHbIE, TIEpPCOHAT) OHU OyIyT JOCTUTHYTHI U HaWTH

pa3yMHBIIl KOMIPOMHCC MEXIy NpPHEMIIEMBIM ypOBHEM O€30MacCHOCTH U

dbynkuuonansHOCTHIO UCTI/IH.

Ha opranu3aiilnuoHHOM YypOBHE ONPENENSAIOTCa NPOLEIypbl MW IpaBuia

JOCTHXKEHUS Liesied u pemenus 3anad [lonutuku nHpopMalMoHHON 6€3011aCHOCTH

[1/IH. DT npaBuIa ONpenesoT:

KaKoBa 00J1acTh NPUMEHEHHS NOJUTUKH Oe3onacHocTH 11]1H;

KaKOBBI POJIM M OOA3aHHOCTH JIOJDKHOCTHBIX JIMI[, OTBEYAIOLIUE 32
npoBeieHne NMoNMUTUKU Oe3omacHocTu [1/1H, a Tak ke uX yCTaHOBUTh
OTBETCTBEHHOCTB;

KTO UMeeT npasa pocrymna K [1/1H;

KaKMMH MEpaMu U cpeicTBaMu oOecnieunBaeTcs 3anuta [1/1H;
KakKUMH MEpaMH U CpEICTBAaMH OO0ECIeYMBACTCS KOHTPOJb 3a

CO6JHOI[CHI/ICM BBCJICHHOI'O pCKHUMaA 0e301acHOCTH.

OpFaHI/ISaHI/IOHHBIG MCPBI JOJIKHBI:
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npeaycMaTpuBaTh — perjlaMeHT  HMH(POPMAIIMOHHBIX  OTHOIICHUH,
MCKJIIOYAIOIINX BO3MOXXHOCTh HECAHKIIMOHUPOBAHHBIX JIEMCTBUN B
OTHOIIIEHUH 0OBEKTOB 3AIIMTHI;

ONPENETATh KOATUIUOHHBIE U MEPAPXUUECKUE MPUHIUIIBI U METObI
pasrpannyenus nocryna K [1J1H;

OTIPEICNIATh MOPSAI0K PadOTHl C MPOrPAMMHO-MAaTEMATHYCCKUMH H
TeXHUYECKUMU (aIllapaTHpIe) CPEACTBAMH 3aIIUTHl U KPUMTO3AITUTHI
U JIPYTUX 3alIUTHBIX MEXAHU3MOB;

opranu3oBaTh Mepbl mpotuBoaeiicTBuss HCJ| monb3oBaTensMu Ha
ATanax ayTeHTU(UKALINH, aBTOPU3ALINH, uaeHTU(PUKAIIH,
0o0ecreynBaOIIMX TapaHTUH pealn3allii MpaB U OTBETCTBEHHOCTH

cyOBeKTOB MHPOPMAIIMOHHBIX OTHOIIIEHUH.

OpFaHI/ISaHI/IOHHBIG MCPBI JOJIKHBI COCTOATD H3:

pernameHnTa gocryna B nomemenus MCIT/IH;

MOPSZIOK JOMyCKa COTPYAHUKOB K MCIOJb30oBaHut0 pecypcoB UCII/IH
caHaropus «3opu CTaBpOHoOJIbs»;

periiaMeHTa MpOIECCOB BeACHUS 0a3 MaHHBIX U OCYIIECTBICHUS
Moau(uKaI HHPOPMAITMOHHBIX PECYPCOB;

periiaMeHTa  MpOIEeCCOB  OOCIYXMBAaHMSI M OCYIIECTBIICHHMS
MOJAM(UKALINU aNapaTHRIX U IporpaMMHbIX pecypcoB MCII/H;
uHcTpykumii nons3oBateneit MCII[n (agmunuctparopa WCII/IH,
aJIMUHHUCTpaTopa Oe3omnacHocTH, onepatopa UCIIIn);

WHCTPYKLMS TOJb30BaTENsl NPU BO3HUKHOBEHHHM BHEIITATHBIX
CUTYaLUH.

MHCTPYKIIMS 10 pa3MENIEHUI0, 000PYA0BaHUIO U OXPaHE MOMEIICHHI,
I7I€ XPaHATCS NEPCOHANBHBIE JAHHBIE, IO XPAHEHUIO MEPCOHAIBHBIX
JAHHBIX HAa OyMa)KHBIX HOCHUTENSX U MOPSIKY pabOThl UCIIOTHUTENEH

C ICPCOHAJIBHBIMHU JJaHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IHqJOpMaI_II/II/I.
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dusnueckne MEPLI 3AIIIMThI
dusznyeckue MCPBI 3alllMTBEI OCHOBAHBI Ha IMPHMCHCHHUKM PpasHOro poaa

MEXaHUYECKHUX, AJIEKTPO- WU JJIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB H
COOpPYKEHUHU, CIEHHAIbHO TMPEIHA3HAYEHHBIX JUIS CO3JaHUs  (PU3MUECKUX
NPENSITCTBUI HAa BO3MOXKHBIX MyTSAX MPOHUKHOBEHUS M JIOCTYIA MOTEHIMAIbHBIX
HapyIIMTEIeH K KOMIIOHEHTaM CHCTEMBI M 3alllMIIaeMON MHGOpPMAIMH, a TaKXKe
TEXHUYECKUX CPEJICTB BHU3YAJbHOTO HAONIOJCHUS, CBSI3M W  OXpPaHHOU
CHUTHAJIU3alIHY.

dusnyeckas 3alUTa 3JIaHWK, TMOMEIICHHUH, OOBEKTOB U  CPEACTB
nHpopMaTu3auu JIOJI’KHA OCYIIECTBIISITHCS yTeM YCTaHOBJIEHUS
COOTBETCTBYIOIIUX IOCTOB OXPAaHbI, C MOMOIIBIO TEXHUYECKUX CPEJICTB OXPaHbI
WM JIIOOBIMH JPYTHMH CIIOCOOAMHU, MPEJAOTBPAIIAOIIUMUA WM CYIIECTBEHHO
3aTPYAHSIONIMMA TPOHUKHOBEHUE B 3JaHHUE, MOMEUICHUS TMOCTOPOHHMUX JIHII,
XUIIeHHe WHOOPMAIIMOHHBIX HOCHTENICH, CaMHUX CPEJICTB HH(POpPMaTH3AINH,
WCKJIIOYAIOIIUMHU HAaXOXKJICHUE BHYTPU KOHTPOJUPYEMOM (OXpaHsSeMOi) 30HbI

TCXHUYCCKUX CPCACTB Pa3BCAKH.

AnmnapatHo-nporpaMMHbie cpeactsa 3amuTol I1/{n
TexHnueckue (anmapaTHO-NPOrpaMMHBIE) MeEpbl 3alMTBl OCHOBAHbBI Ha

HCMOJIb30BAHUHU PA3JIUYHBIX AJIEKTPOHHBIX YCTPOMCTB M CIEIMAILHBIX MPOrpamMM,
Bxosamux B coctaB MCIIJIH 1 BBIMOTHSIOMNX (CAaMOCTOSTEIIBHO HIJIH B KOMILJIEKCE
C IPYTUMU CpeACTBaMU) (DYHKIMH 3aIIUTHI (MACHTH(PUKAINIO U ayTEHTU(UKAITUIO
MOJIb30BaTEJICH, pa3rpaHUYCHUE JIOCTyINa K pecypcaM, PEerucTpalui COOBITHH,
KpUInrorpadguyeckoe 3aKpbiTue HHGOpMAUK U T.11.).

C yueroMm Bcex TpeOOBaHMI W NMPUHIMIOB obecrnieueHus: 6e3onacHoctu [1/1H
B MCII/IH o BceM HampaBJICHHSM 3aIIUTHI B COCTAB CUCTEMbI 3AIUTHI JTOIKHBI

OBITH BKJIIOUEHBI cdieayroaume CpeacTna:
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cpeacTBa wuaAcHTU(UKAIUK (OMO3HABAHUS) U ayTEHTU(UKAIUU
(moaTBEpKICHUS OJIMHHOCTH) nosk3oBaTeneit UCIIH;

CpeacTBa pasrpaHUYEHUs IoCTymna 3apEruCTPUPOBAHHBIX
nonb3oBarene cucremel K pecypcam MCIIIH canatopust «3opu
CraBponomnes»;

cpelacTBa OOecreueHus: U KOHTPOJS LEOCTHOCTH MPOTPAMMHBIX MU
UH(OPMAIIMOHHBIX PECYPCOB;

CpelCcTBa OINEpPATUBHOIO KOHTPOJISI MW  PErucTpaluud  COOBITUI
0Ce30macHOCTH;

Kpunrorpaduyeckue cpeacTna 3amuTsl [1/1H.

Ycneninoe IMPUMCHCHUC TCXHUUYCCKUX CPCACTB 3allMTbl Ha OCHOBAHHWH

NPUHIMIOB (pa3fen 5) MpearnoiaraeT, YTo BHIITOJHEHHE NEPEUUCICHHBIX HIDKE

TpeOOBaHMIT 00ECIIEYeHO OPraHU3allMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpaMU U

NCIIOJIb3yCMbIMHU (I)I/ISI/I‘IGCKI/IMI/I CpCaACTBAMU 3alIHUTHI:

obecnieueHa (pu3myeckas 1ea0CTHOCTh Beex komnoreHT MCITIH;
KOKIpli  coTpyaHuk  (momnw3oBarens MCII[In) wnum  rpymnma
MOJIb30BATENIE HMMEET YHUKAIbHOE CHUCTEMHOE MMS U MUHUMAJIBHO
HEOOXOJUMBIC [IJIi BBIMOJHEHHS WM CBOMX (DYHKIIMOHAIBHBIX
00s13aHHOCTEN MOJIHOMOYUS 10 JOCTYITY K pecypcaM CUCTEMBI;

B UCII[n canatopus «3opu CraBpomoibs» pa3paboTka M OTIajKa
nporpamMM  ocymiectBisierca  3a  npenenamu  MCII[H, Ha
UCIIBITATEIbHBIX CTEHAAX;

BCE M3MEHEHUS KOHPUTYpAIMM TEXHUYECKUX U MPOTrPaMMHBIX
cpeactB MCII[IH mpou3BOASTCA CTPOrO YCTAHOBIEHHBIM IMOPSIKOM
(perucTpupyroTcsi W KOHTPOJIUPYIOTCS) TOJBKO Ha OCHOBaHUU
MPUKA30B PYKOBOAUTENS caHaTopusi «3opu CTaBpOMIOJIbs»;

CETEeBOE o0opyoBaHue (KOHILIEHTPATOPHI, KOMMYTaTOpBHI,
MapuIpyTU3aTOPHI U T.II.) PACHOJIAraeTCsl B MECTaX, HEJOCTYMHBIX JIJIsi

MOCTOPOHHMX (CHEIUATBHBIX TTOMEIICHUSIX, IKadax, u T.11.);
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- cnenualiucCraMu CaHaTOpusAa ((30pI/I CT&BpOHOHBH» OCYIICCTBIIACTCA
HCTIPCPLIBHOC  YIIPABJICHUEC W AAMHUHHUCTPATHBHAA  MMOAJCPIKKA

(GYHKUIMOHUPOBAHUS CPEJICTB 3AIUTHI.
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7 Kourpoas 3¢ppexrusnocru C3I1In

Kontpons sddexkruBnoctu C3IIJJn  momkeH ocymiecTBIsSeTCs Ha
nepuoanueckoir  ocHoBe. llenbro  KOHTposis  ADPEKTUBHOCTH  SIBISETCS
CBOEBPEMEHHOE  BBIABJICHHUE HEHAJIeKAIUX pexumoB padoter  C3II1n
(oTKIIOUEHHE CpEIICTB 3aIlUTHI, HApPYIICHUE PEXKUMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOEC M3MCHEHHE peXUMa 3alluThl W T.01.), a TakK
MIPOTHO3UPOBAHUE W TPEBEHTUBHOE pPEAarupoOBaHUE HA HOBBIC  YIPO3bI
oe3onacuoctu [1J1H.

KoHTponb MOXKET NpOBOAUTHCA Kak aJIMUHUCTpATOpaMu OE€30MaCHOCTU
WUCII[In  (omepaTuBHBII  KOHTPOJIb B  Mpolecce  HHPOPMAIMOHHOTO
B3aumozericteuss B MCIIJIH), Tak u TpuBIEKaEMbIMU JJISI OTOH  IIEJIH
KOMIIETEHTHBIMA ~ OpPraHW3alMsIMHA, HMEIOIMIMMHA JIMIEH3UI0 HAa J3TOT BHJ
nearenbHocTd, a Takke PCTOK Poccum u ®Cb Poccum B mpenenax Hx
KOMIICTCHIINH.

KOHTposib MOKET OCYIIECTBISITHCS aAMUHUCTPATOPOM O€30MTaCHOCTH KaK C
MOMOII[BPI0 IITATHBIX CPEACTB CHCTeMbl 3amuTbl [IJIH, Tak W C TOMOIIBIO
CIIELIMAJTIbHBIX MPOrPAMMHBIX CPEICTB KOHTPOJIS.

Ornenka a¢dexTuBHOCTH Mep 3amuThl [1/IH mpoBoAUTCS ¢ UCTIOIB30BaHUEM
TEXHUYECKMX W MPOTPAMMHBIX CPEACTB KOHTPOJS Ha MPEAMET COOTBETCTBHUSA

YCTaHOBJICHHBIM TpC6OBaHI/IHM.
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8 Cdepsbl oTBeTcTBEeHHOCTH 32 Oe3onmacHocTh I1/{H

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HaJ oOOecredyeHueM
0€30MacHOCTH TEePCOHABHBIX JIAHHBIX SIBISICTCS PYKOBOJCTBO CAHATOPHUS «30pH
CraBpononbes». PykoBoauTenb MOXET J€JIErupoBaTh YacTh MOJHOMOYHMH IO
obecrieueHnto 0€30MacHOCTH MEPCOHANTBHBIX JJAHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOAUTENS  BKJIOYAET  CIEAYIOIIUE
HarpaBJieHus o0ecrieueHus 6ezonacHoctu [1]1H:

- IlnanupoBaHue W peanuzaiusi Mep MO OOecreueHuro 0e30MacHOCTH
ITTn;

- Amnanus yrpo3 6e3onacnoctu [1/1H;

- Pa3paboTky, BHeApeHHE, KOHTPOJb HCIIOIHEHUS U MOACpKaHUE B
aKTyaJJbHOM  COCTOSIHUM  TIOJIUTHK, PYKOBOJCTB,  KOHIEIIINM,
poLEeAyp, PErIaMEHTOB, MHCTPYKIUA U JIPYTHX OpraHU3allMOHHBIX
JIOKYMEHTOB M0 00eCIieueHnuI0 Oe3011acHOCTH;

- OOyuenne u undopmuponanue nosb3oBareneid UCII[H, o mopsake
pa6otsl ¢ I[1/IH 1 cpencTBamMu 3alIUTHL;

- IlpenorBpaiieHue, BBISBIICHHWE, peardpoBaHUE U pacclieJOBaHUE
HapyueHui 6ezonacuoctu [1]1H.

[Ipu B3auMOAEUCTBMU CO CTOPOHHUMM OpPraHM3alUsIMU B CIydasiX, KOTJa
COTPYJHHMKAM ITHX OpPraHU3AlMKA MPEJOCTABIAECTCS TOCTYN K OOBEKTaM 3allUThI
(pazgen 3), ¢ ’TUMU OPraHU3aALUSIMU JIOJKHO OBITh 3aKioueHo «CorjaiieHue o
KoH(uIeHnuanpHoCTH», 1Moo  «CornameHue O  COOJIOJEHUH  pexuMa
oesonacHoctu [1JIn npu BeimoaHeHun padotr B MCII/Ia». [ToaroroBka THITOBBIX
BAPUAHTOB 3TUX COTJIAIICHUN OCYIIECTBISCTCS IOPUCTAMHM caHaToOpusl «30pu

CrtaBponoiabs».
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9 Mopaesb HapymiuTe st 0e30MacHOCTH

[Ton HapymmTenem B caHatopun «3opu CTaBpOIObsS» NOHUMAETCS JULO,
KOTOPOE€ B PE3yJbTAaT€ YMBIIUJICHHBIX WIM HEYMBIIUICHHBIX JIEHCTBUH MOXET
HAHECTH ymepo 00bEKTaM 3allUTHhI.

Bce napymmrenu nenstcsa Ha 1BE TPYIIIbL:

- BHEIIHHWE HapylHUTenu — (U3MYECKUE JIMIA, HE HMEIOIME INpaBa
npeObIBaHNUsS Ha TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B Ipeaenax
KoTopoit pasmemiaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCA
IT/TH Ha OyMa)XHBIX HOCUTEJISX;

- BHYTPEHHUE HApyIIUTENUW — (PU3NYECKUE JIUIA, HMEIOUIUE IMPaBo
npeObIBaHUS Ha TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B Mpeaenax
KoTopoit pasmemaercs obopynoBanue MCII/H, a Tak xe XpaHATCA
[1/T1 Ha OyMaXHBIX HOCHUTEJISX.

Knaccudukanuss  Hapymurened  mpejactaBieHa B Mogenu  yrpo3

0e301acHOCTH IICPCOHAJIbHBIX JAHHBIX.



40

10 Moaeab yrpo3 6e30nacHOCTH

Hns UCITIH canatopusi «3o0pu CTaBpOnoJibsi» BBIACISIOTCS CIEAYIOLINE

OCHOBHBIC KaTCTOPHUHU YI'PO3 0e30ImacHOCTH IICPCOHAJIbHBIX JAHHBIX!

YTpo3sl OT yTEYKHU 10 TEXHUYECKUM KaHaJIaMm.

VYTpo3bl HECAHKLIMOHUPOBAHHOTO JOCTYyNa K MHPOPMAIIH.

Yrpo3sl yHUUTOKEHUS, XUIleHus anmnapatHbix cpencts MCIIH HocuTenei
uH(popmanuu nyrem gunyeckoro gocryna k anementam UCII/IH.

VYrpo3pl  XUIIEHWs,  HECAHKIMOHMPOBAHHONM  MOAM(DUKAIMM  WIH
OJlokUpoBaHUsI WH(OpMAIMU 3a CYET HECAHKIMOHHWPOBAHHOIO JOCTYyMa
(HCH) c npumeHeHueM nporpaMMHO-aNnapaTHbIX U IPOrPaAMMHBIX CPE/ICTB
(B TOM 4mCII€ MPOTPAMMHO-MATEMATHYECKUX BO3JICHCTBUN).

Yrpo3sl HE NpPEAHAMEPEHHBIX JICUCTBUU MOJIB30BATEIEH W HAPYLICHUU
oe3onacHoctu (yukiuonupoBanust UCII/In u C3I1/In B ee coctaBe u3-3a
cOoeB B MPOrpaMMHOM OOECIeUeHUH, & TAKXKE OT YIrpO3 HEAHTPOIIOT€HHOIO
(cOoeB  ammapaTypsl  HM3-32  HEHAJEXKHOCTH  DJIEMEHTOB,  cOOEB
ANEKTPOINUTAHNA) U CTUXUUHOIO (YIapOB MOJIHUM, TOXKAPOB, HABOJHEHUI U
T.Il.) XapakTepa.

YTpo3bl IpeIHAMEPEHHBIX 1EUCTBUN BHYTPEHHUX HAPYILIUTEIIEH.

YFpOSBI HCCAHKIIMOHUPOBAHHOTO AOCTYIIA I10 KaHaJlaM CBs3U.

Onucanue YIpo3, BEPOATHOCTh UX pCalin3allii, OIIACHOCTb N dKTYAaJIbHOCTb

npeacTaBiieHbl B «Mojenu yrpo3 0e30MacHOCTH TEPCOHANIBHBIX JAHHBIX B

NCIT .
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11 Mexanu3m peanuzauuu [lonoxenus

Peammzanus  [lonmokeHuss  JOJDKHA — OCYIIECTBJISTBCS  HAa  OCHOBE
MIEPCIIEKTUBHBIX MPOTPAMM H IIAHOB, KOTOPBIE COCTABIIIIOTCS HA OCHOBAHUHU M BO
VICIIOJTHCHHE:

- (QenepanbHBIX 3aKOHOB B 00JlacTH OOecrnedyeHHs] MHPOPMALMOHHON
0€301aCHOCTH U 3aIlUThl HHPOPMAITUH;

- nocrtanoBienur [IpaBurenscTBa Poccuiickoit @enepannu;

- PYKOBOJSIIIHX, OpraHU3aIMOHHO-PACTIOPSIUTEIIBHBIX u
Metoandeckux nokymeHToB @CTIK Poccuu;

- mnotpebnocreir MCIIJIH B cpencrBax oOecriedeHus 0€30IaCHOCTH

uHdopMaIuu.
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12 Ilopsiaoxk padoThI € MEPCOHAIBHBIMHU JAHHBIMHU COTPYIHUKOB

Oo6s13anHOCTH padoToaarest

B nensx ucnonnenuss TpeboBaHUi 3akoHoAaTenbcTBa PD mpu obGpaboTke
MEPCOHAIBHBIX JIAHHBIX, BCE€ PAOOTHHUKU YUPEKICHUS JOKHBI HCIOJHATH
YCTaHOBJICHHBIN MOPSOK PA0OTHI:

PaboTta ¢ mepcoHANIbHBIMU JaHHBIMH PAaOOTHUKOB JOJDKHA HE HapyllaTh
TpeOoBaHUM 3akoHOAATENbcTBA P® U JOKaJbHBIX HOPMATUBHBIX AaKTOB
OpraHu3alliy, U JT0JKHA ObITh HETIOCPEACTBEHHO CBSI3aHA C OCYILECTBICHUEM UMHU
CBOUX TPYJOBBIX (DYHKIIUH.

[Tpu cbope u 006paboTKe MEPCOHATBHBIX JAHHBIX paOOTHHKA paboTomaTEeTh
Jomken pykoBojicTBoBaThca Kouctutymuein P®, TpynoBsiM kojaekcom PD u
WHBIMH (eZiepaTbHBIMU 3aKOHAMH.

[lepconanbHble NaHHbIE PAOOTHUKOB JOJDKHBI OBITH TIONYYEHBI TOJBKO
HETMOCPEJCTBEHHO y Hero. Eciu i1 o6paboTKu €ro aHHBIX WU UX MOJYYEHUS
MPUBJIEKAETCA TPETbU JIMI[Aa, TO PAOOTHUK JOJDKEH JaTh NpeABApUTEILHOE
NUCBMEHHOE corjlacue Ha 9T0. OJHOBpeMEHHO pPaOOTHUK JOJKEH OBITh
YBEJOMJIEH O IIesisIX cOopa mH(pOpMaIMi, UCTOUYHHUKAX €€ MOJIyYeHHs, a TaKXKe O
MOCJIC/ICTBUSX OTKa3a OT MPEJOCTABJICHHUS TUCHMEHHOTO CcOrjlacus Ha cOop
uH(OpMAaIIHH.

[lepconanbHble TaHHBIE PAOOTHUKA O €r0 MOJUTUYECKHUX, PEIUTHO3HBIX U
WHBIX YOEXIEHHUSX, YaCTHOM J>KM3HHU, a TaKKe UJICHCTBE B OOIIECTBEHHBIX H
PO COIO3HBIX OpraHU3alUgX HE MOAJIekaT cOOpy OpraHu3aluei, eciu UHOE He
IIPENYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TNEepPCOHANIBHBIX JaHHBIX paOOTHHKA JOJDKHA OO0ecredunBaThCs
MOJIHOCTBIO 32 CUET paboToAaTelIs.

Yupexxaenue npu npueMe Ha padboTy, a TaKkKe MpH JHOOBIX H3MEHEHHUSX
npaBuwI pabOThl C MEPCOHATBHBIMHU JTaHHBIMU 00SI3aHO MUCHMEHHO 3HAKOMHTH C

HUMH BCeX PaOOTHHUKOB.
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VYupexxaenue He UMEeT MPaBo MPUHYKAATh PAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alIUTYy IICPCOHATIBHBIX JAHHBIX.

O6s13aHHOCTH PAa0OTHHKA
PaborHuk 00s13aH:
[lepematp paboTomaTeNto BCe TEPCOHANBHBIC JaHHBIC, YyKa3aHHBIC B
COOTBETCTBYIOIIUX JOKYMEHTAX.
B ycTaHOBIICHHBI mpaBWJIaMH CPOK CcoOOIIaTh padoTodaTrelnto 00

HN3MCHCHHUHN CBOUX ICPCOHATIBbHBIX TaHHBIX.

Ilepenaya mepcoHATbHBIX JTaHHBIX

[Ipu ocymiecTBICHUN TIEpenayu TEPCOHATBHBIX JTaHHBIX PaOOTHHKOB
TPETHUM JIUIIaM paboTOoAaTENb 00sI3aH:

HE CcOoOoOIaTh MEpPCOHANbHBIE IaHHBIE O€3 TOJYYCHHOTO0 MHUCHhMEHHOTO
coriacusi pabOTHHKA, KpOME CIIy4daeB, KOTJa TaKHUE OOS3aHHOCTH YCTAHOBJICHBI
3aKOHOJIATEIHLCTBOM;

HE TepenaBaTh NEPCOHAIbHBIC JaHHBIC PaOOTHWKA IS WCIIOJIB30BAaHUS B
KOMMEPYECKHUX IIEIISIX;

TpeOOBATh OT TPETHHUX JIMI] COOJIIOICHUS TTPaBUI PaOOTHI ¢ MEPCOHATBHBIMH
JaHHBIMH, a TakKKe  TMPEAOCTaBICHUS  MHUCHbMEHHOTO  TOJATBEPIKICHUS
WCIIOJIb30BAHUSI  TIEPCOHATBHBIX JIAHHBIX B TOPSJAKE, MPEAyCMOTPEHHBIX
HACTOSIIIMM ITOJI0KEHHUEM O 3alUTE TIEPCOHATBHBIX JaHHBIX;

JaBaTh JOCTYN K TEPCOHAIBHBIM JIAHHBIM TOJIBKO JIMIIAM, HMEIOIIAM
COOTBETCTBYIOIIUMA JOMYCK M HCIIONB3YIONUX WX TOJIBKO JUIS BBITIOJHEHUS
KOHKPETHBIX ITOJTHOMOYHIA;

HEe ucTpedoBaTh WH(OOPMAIMIO O COCTOSHHUU 370pOBbS pPaOOTHHKA, 3a
UCKJIIIOUYEHHUEM JIaHHBIX, KOTOpPBbIE MOTYT IOBJHATH HAa HCIOJHEHHWE PAaOOTHHKOM

CBOUX TPYJIOBBIX O0S3aHHOCTEH.
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3ammTa NepCcOHATbHBIX JAHHBIX PA00OTHUKA

B pamkax peammsanuum NOyHKTOB Hacroswmero Ilomoxenus o 3amure
NEPCOHATIBHBIX JAHHBIX PAOOTHUKOB, PyKOBOAUTEIb YUPEKICHUS U3/IaeT MPUKA3 O
Ha3HAYEHUU JIMIa, OTBETCTBEHHOIO 3a COONIOJIeHHE Tmopsaka paboThl C
MEPCOHANLHBIMU JaHHBIMH PaOOTHUKOB, HA KOTOPOM JieXkKaT BCE OOSI3aHHOCTH TIO
obecrnieueHnI0 KOH(DHUACHITMATLHOCTH MOJYUYCHHBIX JTAHHBIX, & TAKKE OpraHu3aluu
paboThI C HUMH.

[lepenaua uHGOpMALIMKM TPOUCXOAUT TOJIHKO B MHUCHMEHHOM BHUJE. 3ampoc
JIOJDKEH OBITH CJielaH B MHUChbMEHHOM BHJIE C yKa3aHHEM BCEX PEKBU3WTOB JIMIIA,
3ampamuBatomero uagopmaiuoo. OTBET JOKEH ObITh cAelaH Ha (GUPMEHHOM
OJlaHKe YUYpEeXKJIEHUS M OTIpPaBIEH JUOO0 KyphEepPCKOH CIIy»O0oif, THOO0 3aKa3HBIM
MUCHMOM.

Bce mnonyyeHHble NEpCOHANbHBIE [IaHHBIE JOJDKHBI XPAHUTHCA B MECTE,
HCKJTFOYAIOIIEM HECAHKIIMOHUPOBAHHBIX JTOCTYI TPETHUX JIUII.

DJIEKTPOHHBIE HOCUTENW UH(OpMalMM, JOKHBI OBITh  3alIUIIEHBI
KpunTorpadguyeCKUMH CPEJCTBAMU 3aIIUTHI THHOPMALIUH.

OTBeTCTBEHHOCTH 32 pa3rJainieHue HHGoOpManu, CBI3AHHOM C

MEPCOHAJIBbHBIMHA JAHHBIMHA paﬁoTHnKa

JIuna, npu3HAaHHbIE BUHOBHBIMU B HAapyILIEHUH TpeOOBaHUU HACTOSALIETO
[TonokeHuss O 3alUTe MEPCOHAIBHBIX JTaHHBIX PAOOTHUKOM MPHUBJIEKAIOTCS K
OUCLUIUIMHAPHOW, aJIMWHUCTPATUBHOM, TI'Pa)XJaHCKO-IIPABOBYIO M YI'OJOBHOU
OTBETCTBEHHOCTH, B MOPAJIKE MNPEAYCMOTPEHHOM 3aKOHOAATENbCTBOM PD wu

JIOKAJIbHBIMU HOPMATUBHBIMH aKTaMMH.
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13  Ilopsizok padoThI € MEPCOHATBHBIMH JAHHBIMHU OTABLIXAKLIUX

IHopsiaok mosyyeHusi 1 00padoOTKH MEPCOHATBHBIX TAHHBIX
OTABIXAKLIUX

[Tom  oOpabGortkoit  IIJlH  moHMMaeTrcss  MOJydY€HHE,  XpaHEHHE,
KOMOMHUpOBaHUE, Mepenaya Wi J1Io00e Apyroe HCMOIb30BaHUE MEPCOHAIBHBIX
JAHHBIX OTJIBIXAFOIIMX.

Pabota ¢ mepcoHanbHBIMU JTAHHBIMU OT/ABIXAIOUIUX JIOJDKHA HE HapylllaTh
TpeOOBaHMIl 3akoHoAaTenbcTBa P® U JIOKaTbHBIX HOPMATUBHBIX aKTOB
OpraHU3aLuH.

Hcnonb3oBaHue NepCcoHaNbHBIX JaHHBIX BO3MOXKHO TOJIBKO B COOTBETCTBUU
C LEJAIMM, ONPENEIUBIIMMU UX ModydeHue. llepcoHanbHblEe aHHBIE HE MOTYT
OBbITh UCIIOJIb30BaHBI B LEJSIX MPUUYUHEHUS UMYIIECTBEHHOTO ¥ MOPAJIbHOI'O Bpesa
rpaxaaHaMm, 3aTpyJHEHHs pealu3alud npaB U cBoOoA rpaxaaH Poccuiickoit
dhenepanum.

[Topsinok 00pabOTKU MEPCOHATBHBIX JAHHBIX Ha OYMa)KHBIX MaTepUaIbHBIX
HOCHUTENIAX perjameHTupoBaH «MHCTpyKUMEH IO  XpPaHEHUIO IEePCOHAIbHBIX
JaHHBIX Ha OyMaXXHbIX HOCHUTEISIX M MOPAAKY pabOThl HCHOJHUTENEH C
NEPCOHAJIBHBIMU  JAHHBIMM Ha  OyMaXHBIX HOCUTENSIX  HH(OpManum»,
YTBEPKACHHOU PYKOBOJAUTEIIEM.

Oo6paboTka IIEPCOHAJIBHBIX JAHHBIX B ABTOMAaTU3UPOBAHHBIX
MH()OPMALIMOHHBIX CUCTEMAX OCYILIECTBIIAETCS HA OCHOBAaHUU Psia YTBEPKACHHBIX
PYKOBOAMTENEM HHCTPYKIMNA PErIaMEHTUPYIOUUX OO0pabOTKy NepCOHATbHBIX

nanHbix B UCIIIH.
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JlocTyn K NepCOHAJIbHBIM JAHHBIM

BHyTpenHuil noctyn (HOCTynm BHYTPU OpraHM3alM) OIpeaesseTCs
MEPEYHEM JIMI, UMEIOIUX JOCTYIl K IEPCOHAIBHBIM JAHHBIM OTBIXAIOIINX,
OIPENENSIETCS MPUKA30M PYKOBOIUTEISL.

Buewnuii nocryi:

K unmcmy MaccoBbIX TOTpeOMTENEed NEpPCOHAIbHBIX JIaHHBIX  BHE
OpraHM3allM¥d MOYKHO OTHECTH TOCYJApCTBEHHbIE (DYHKLUHMOHAJIbHBIE CTPYKTYPBI:
HAJOTOBBIE€ HWHCIIEKIIMHM, MPaBOOXPAHUTENIbHbIE OpraHbl, OPraHbl CTATHCTHKH,
BOCHKOMATBHI, OpraHbl COLHMAJIBbHOTO CTPAaXOBaHHSA, MEHCHUOHHbIE (OHIBI,
[OJpa3eIeHUs] MyHUIIMIIAIBHBIX OPIaHOB YIIPaBJICHUS;

HaazopHo-KOHTpOJbHBIE OpPTaHbl UMEIOT JOCTYI K MH(QOpPMAIMH TOJIHKO B

chepe cBOeH KOMITCTCHITUH.

IIpaBa 00513aHHOCTH ¥ OTBETCTBEHHOCTH CY0bEKTA MEPCOHATBHbBIX
JTAHHBIX

3akperieHue mpap CyObeKTOB MEPCOHATBHBIX JAaHHBIX, PETIIAMEHTHPYIOITHUX
3aIIUTY €ro TEPCOHAIBHBIX JaHHBIX, OOECIEYMBACT COXPAHHOCTb IIOJHON U
TOYHOM MH(OPMALIUU O HEM.

B niensx 3anuThl NEpCOHANBHBIX JaHHBIX CyOBbekThI [1JIH uMeroT npaso:

- TpeOOBaTh WCKIIOUCHUS WM HUCIPABJICHUS HEBEPHBIX WM HEMOJHBIX
MEePCOHATBHBIX JaHHBIX, Ta CBOOOAHBIM O€CIUIATHBIM JOCTYIl K CBOUM
MEPCOHAJIBHBIM JTaHHBIM, BKJIIOYAs MpaBO HA TOJYYCHHE KOIHMM HOBOM 3aIuCH,
COJZIEpKAIIEN IEPCOHABHBIC JTAHHBIE;

- ONPEAEATh CBOMX MNPEACTABUTEICH JJIS 3alUTHl CBOMX NEPCOHAIBHBIX

JaHHbIX Ha COXPAHCHUC U 3aIlUTY CBOEH JIMYHOM TaMHBbI.
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IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTh OIEPATOPA NMEPCOHATBHBIX
TAHHBIX

[lepcoHaibHass OTBETCTBEHHOCTh - OJHO W3 TJIAaBHBIX TpEOOBaHUU K
opranu3zanuy (GyHKIIMOHUPOBAHUS CUCTEMBI 3aIUTHI IEPCOHATBLHON HH(POPMAIUH
1 o0s3aTeNbHOE ycnoBrue ooecnieueHust 3PHEeKTUBHOCTH 3TOM CHCTEMBI.

IOpuanueckne w ¢usmueckue JHUIA, B COOTBETCTBHM CO CBOHMH
MOJHOMOYMSIMH BIIQJICIONINE O TpakJaHaX MOJIyYalollue M HCIONb3YIOIIne €€,
HECYT OTBETCTBEHHOCTh B COOTBETCTBHU C 3aKOHOAATEIHCTBOM Poccuiickoii
Qenepaunyd 3a HapylIEHHE peXuUMa 3allUThl, O0OpabOTKM U  TOpAJKa
MCIIOJIb30BaHUS 3TON HHPOPMAIUH.

PykoBomuTenb, paspemiaromuid  IOCTYH COTPYJHHMKA K JIOKyMEHTY,
COJIep>KaIlleMy TEepCOHAIbHbIE CBEACHUSA OTBIXAIOIIUX, HECET MEePCOHATBHYIO
OTBETCTBEHHOCTD 3a JAaHHOE pa3pelleHHe.

Kaxaplii cOTpyIHUK OpraHM3aliy, MOJYYarolIui Asisi paOOThl JOKYMEHT,
COJIEp>KaIINii TIEPCOHANIbHBIE JAHHBIE HECET €AMHOJIMYHYI0 OTBETCTBEHHOCTH 3a
COXPaHHOCTh HOCUTEIS U KOHPHUICHIINATHHOCTh HHPOPMAITUH.

JlomyCcK K TepCOHANbHBIM JAHHBIM OTJBIXAIOUIUX JIPYTHX COTPYIHUKOB
paboroaarens, HE MMEIONIMX HaIeKauuM o0pa3oM O(OpPMIIEHHOTO JOCTYIIa,
3arperiaeTcs.

[lepenaua (0OMeH U T.J.) IEPCOHANBHBIX JAHHBIX MEXKIY MOApPa3IeICHUSIMU
OCYIIECTBISIETCSI TOJBKO MEXKIY COTPYAHMKAaMH, HMEIOIUMHU JOCTYN K
MEPCOHAIBHBIM TAHHBIM OT/IBIXAIOIINX.

3a HEWCINOJSHEHUE WM HEHAAJeXKallee HCIOIHEHHEe PabOTHHUKOM IO €ro
BHHE BO3JIOKCHHBIX HAa HETO O0S3aHHOCTEH IO COOJIOICHHIO YCTaHOBJIEHHOTO
nopsiika paboThl CO CBENECHUSMHU KOH(DHIEHIIMAIBHOTO XapakTepa paboTomaTenb
BIIpaBE MPHUMEHATh IpeaycMoTpennbie TpyaoBeiM KoaekcoM AUCIUIUIMHAPHBIE

B3bICKaHU.
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14  OcoOenHocTH 00PA0OTKH NMEPCOHATBHBIX JAHHBIX 0€3 MCNOJIb30BAHUA
CpeACTB aBTOMATH3AIUM

[Ipy  HEaBTOMATH3WPOBAHHOW  OOpabOTKE pa3IWYHBIX  KaTErOpui
MEPCOHANBHBIX JAHHBIX JOJDKEH MCIOJIb30BAaThCS OTACIbHBIN MaTepuaIbHBIN
HOCHUTEIIb IS Ka)KJIOH KaTeropruy MEePCOHALHBIX JTaHHBIX.

[Ipn HeaBTOMAaTH3MPOBAHHOW OOpPaOOTKE MEPCOHAIBHBIX AHHBIX Ha

OYMa)KHBIX HOCUTEJISIX:

- He Jomyckaercs (uUKcalus HAa OJHOM OyMaXHOM HOCHTEIEe
NEPCOHATBHBIX JAHHBIX, IIEJIM 00paOOTKU KOTOPHIX 3aBEAOMO HECOBMECTHMBI,

- TepcOoHaJbHBIE JAaHHBIE JIOJDKHBI 000COONATbCS ~ OT  WHOM
uH(OpPMAIMU, B YaCTHOCTH TyTeM (HUKCAIMM WX Ha OTACIBHBIX OyMa)KHBIX
HOCHUTEJISAX, B CHEIUAIBbHBIX pa3jenax Wid Ha 1oisix Gpopm (61aHKOB);

- JIOKYMEHTBI, COJCpIKallue IepPCOHANbHBIE TaHHBIC, (HOPMHUPYIOTCS B
JieJla B 3aBHCHUMOCTH OT LIeJIn 00pa0OTKHU NEPCOHATBHBIX JaHHBIX;

- Jema ¢ JIOKYMEHTaMH, COJICpXaIllMMH IIepCOHAIbHBIC JTaHHbBIC,
JOJKHBI MMETh BHYTPEHHHE  ONMKWCH  JOKYMEHTOB C YKa3aHHEM IIeNH
00pabOTKM M KaTeropuu MEePCOHAIBHBIX TAHHBIX.

JokymenTsl  (Hocutenu  MHGOPMAILMM), COAEpIKAIIUE MEePCOHAIbHbIC
JaHHBIC, JIOJDKHBI XPAHUTHCS B CIY)KEOHBIX  TMOMEIICHUSX B  HAJIEKHO
3aMmMpaeMbIX U OTeYaThiBaeMbIX IKadax (cerdax).

YHUYTOXKEHHE WM  00€3IMYMBAHUE YaCTH TEPCOHAIBHBIX JaHHBIX,
€CIM  JTO JOMYCKACTCS MaTepUadbHBIM HOCUTEIEM, MOXKET TPOU3BOIUTHCS
CIIOCOOOM, MCKITIOYAIOIIMM JTAJIbHEHINTYI0 00pabOTKy JTHX  IEePCOHAJBHBIX
JaHHBIX, C COXPAaHCHHEM BO3MOXHOCTH 00pabOTKM WHBIX  JIaHHBIX,
3a(UKCUPOBAHHBIX HAa MaTE€pUATHLHOM HOCHUTEJE.

[Ipy  HEcoBMECTUMOCTH 1iejieid 00pabOTKM TEPCOHAIBHBIX JaHHBIX,
3aUKCUPOBAHHBIX Ha OJTHOM MaTepUaIbHOM  HOCHUTENE,  €CIU

MAaTEpPUAJIbHBI  HOCUTENIbL  HE IIO3BOJISIET  OCYILECTBIIATh 00paboTKy
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MEPCOHANBHBIX JAHHBIX OTIEIBHO OT JpYrux 3a(UKCUPOBAHHBIX Ha TOM
K€ HOCHUTEJE MEepPCOHANbHBIX MJAHHBIX, JOJDKHBI OBITh MPUHATHI MEpHl IO
00eCreuyeHnI0 pa3ieIbHOW 00pabOTKH MEPCOHATIbHBIX JAaHHBIX, B YACTHOCTH:

- Tpu  HEOOXOAMMOCTH  HWCHOJB30BAaHUS WU PaCIpOCTPAHEHUS
OINPEJEICHHBIX IEPCOHAIBHBIX JAHHBIX OTIEIBHO OT HAXOJALIUMXCS Ha TOM
KE MaTepUalbHOM HOCHUTENIE JPYIHMX MEePCOHAIBHBIX JIaHHBIX OCYIIECTBIISAETCS
KOIMPOBAaHUE NEPCOHAIBHBIX JaHHBIX, MOMJIEXKAIIUX PACHPOCTPAHCHUIO WM
UCIOJIb30BAaHUIO, CIIOCOOOM, MCKIIOYAIOIMIUM OJHOBPEMEHHOE  KOMHPOBAHHE
NEPCOHANBHBIX  JAHHBIX, HE  MOMJIEXAIIMX  PaclpOCTPAHEHUIO U
UCIOJIb30BAaHUIO, U UCHOJb3yeTCsl (pacHpOCTpaHseTcsl) KONUS MEepCOHAIbHBIX
JTaHHBIX;

- Ipu HEOOXOAMMOCTH YHHMYTOXKEHHUS WM OJIOKHPOBAHHUA YaCTU
NEPCOHAIBHBIX JAaHHBIX YHUYTOXKAECTCA  WIM  OJIOKHpPYETCS MaTepHalIbHBIMI
HOCHUTENIb C TMpEeABAPUTENIbHBIM KOIHWPOBAHUEM CBEICHUW, HE MOAJIEKAIIUX
YHUYTOKEHUIO WIH OJIOKHPOBAHUIO, CII0CO00M, UCKJIIOYAIOIINM
OJTHOBPEMEHHOE  KONMPOBAaHUE  MEPCOHANBHBIX  JAHHBIX, MOJJIEKALINX
YHUUTOXEHUIO WU OJOKMPOBAHUIO.

YTOYHEHHE MEpPCOHANBHBIX  JAHHBIX IIPH OCYLIECTBICHUHU 1754
00paboTKu 0€3 UCIOJIBb30BaHUsl CPEACTB ABTOMATU3aLMU IPOU3BOJUTCS IyTEM
OOHOBJIGHHSI WJIM W3MEHEHHUS JaHHBIX Ha MaTEepHAJbHOM HOCHTENE, a €Cld
3TO  HE JIOMYCKAeTCsl TEXHUYECKUMH  OCOOCHHOCTSMU  MaTepUalbHOIO
HOCHUTEINId, NyTeM (HUKcauuMyu Ha TOM K€ MaTepuaJbHOM HOCUTEJIE CBEACHHIM
O BHOCHMBIX B HHMX HW3MEHEHMSX JMOO IyTEM M3TOTOBJIEHUS HOBOTO
MaTEpUAIbHOIO HOCUTENSI C YTOYHEHHBIMU IE€PCOHAJIbHBIMU JIaHHBIMH.

O0OpaboTka NMEpCOHANBHBIX JaHHBIX, OCYLIECTBIIsIEMast 0€3 HCIOJIb30BAHUS
CPEICTB aBTOMAaTHU3allMU, JIOJDKHA OCYIIECTBIATHCS TAaKUM 00pa3oM, 4TOObI B
OTHOILIEHUHU Ka)KJOW KaTerOpuu MEepPCOHANbHBIX TaHHBIX MOKHO OBLJIO OIPENEIUTh

MecTa XpaHEHHUsI TMEepPCOHAJBHBIX JIaHHBIX (MaTEpUAIbHBIX HOCUTENEH) U
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YCTaHOBUTH MEPEUYEHb JUL, OCYIIECTBISAIOMUX 00paOOTKY MEePCOHAIBHBIX JAHHBIX
100 UMEIOIIMX K HUM JIOCTYII.

[Tpu xpaHeHUn MaTepuanbHBIX HOCUTENEH JOKHBI COOJIIOIaThCS YCIOBHS,
00EeCreUrBaOIINE COXPAHHOCTh TEPCOHATBHBIX JAHHBIX M  HMCKIIIOYAIOIIUE
HECAaHKIIMOHUPOBAHHBIM K HUM J0CTyll. XpaHEHHE IEPCOHAIBHBIX  JIaHHBIX
(MaTepuanbHbIX ~ HOCUTENEH), 00pabOTKa KOTOPBIX  OCYIIECTBIISIETCS B

PAa3IMYHBIX LCIIAX JOJIKHO OBITH pasaciIbHbBIM.
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15 Oxupaemsbiii 3pPexT ot peanusanun [losio:xkeHus

Peanuzamus I[onoxenus 6e3onacaoctu I1/{n B UCII/IH mo3BonuT:

OIIeHUTHh cocTosiHue Oe3omacHoctu mHGopmanuu WCIIJIH, BRISIBUTH
UCTOYHUKM BHYTPEHHUX M BHEIIHUX yIrpo3 HWHOOPMAIMOHHON
0€e30MacHOCTH, OTIPEJIEIHUTD IPUOPUTETHBIC HaIPaBJICHUS
PEIOTBPAIICHIS, OTPAKCHHS M HEUTPATU3allUU dTUX YTPO3;
pazpaboTaTth pacHopsiAUTENbHBIE W HOPMAaTHBHO-METOJIMYECKHE
TOKyMeHTbI puMeHuTeNbHO K NCII/IH;

npoBecTH Kinaccuduxauo u ceprudukanuo UCI/Ix;

MIPOBECTH OPTAaHU3AIMOHHO-PEKUMHBIC U TEXHUYECKUE MEPOIPHUATHS
o obecnieuenuto 6e3omacHocTH I11n B UCII/IH;

obecrieynuTh HEOOXOJMMBIM  ypOBEHb 0€30MacHOCTH  OOBEKTOB
3aIlUTHI,

pazpaboTatb  METOAMYECKHE  JIOKYMEHThI IO  pa3MeNIeHHIO,
000pYIOBaHUIO M OXpaHE MOMEIICHUH, T/Ie XPaHITCs MePCOHAIbHbIE
JaHHBIC, 10  XPAHCHUIO IEPCOHANBHBIX JAHHBIX Ha OyMaKHBIX
HOCHUTENIAX W TOPSAKY palOOThl HCIOITHHUTENCH C TMEePCOHAIBHBIMU

JAHHBIMHU Ha OyMaKHBIX HOCUTENSIX MHGOPMAIIHH.

OcymiecTBiieHne JTHUX MEPONPUATHA OOECTEUNUT CO3JaHUE CIUHOM,

LEJIOCTHOM M CKOOPAMHUPOBAHHOW CUCTEMBI MH()OPMALMOHHON O€30MaCHOCTH U

CO3JaCT yCJIOBHA AJIA €€ JIaIbHEUIIIEro COBCPIICHCTBOBAHMUA.
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16 CHMCOK MCIMOJIb30BAHHBIX MCTOUYHHUKOB

OCHOBHBIMU HOPMATHUBHO-NIPABOBBLIMH " MeTOAUYEeCKUMH
AOKYMEHTAMH, HA KOTOPbIX 0a3upyercsa HacTosee Ilonoxenne sABJISIIOTCA:

O®enepanbHbii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX
naHHbeIX» (gaee — D3 «O mNEepCOHANBHBIX JaHHBIX»), YCTAHABIMBAIOUIUI
OCHOBHBIC TPUHIMUIBI W YyciaoBusi 00pabotku IIJIH, mpaBa, oOs3aHHOCTH W
OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIEHUM, CBSI3aHHBIX ¢ 00padoTkoit I1]1H.

«TpeboBaHuss K 3allMTE€ NEPCOHAIBHBIX JAHHBIX MPU HUX 00pabOTKe B
UHPOPMAIIMOHHBIX ~ CHCTEMaX  [EPCOHAIbHBIX  JIaHHBIX»,  YTBEPXKIEHBI
ITocranoBnenuem IIpaBurensctBa PO ot 01.11.2012 r. No 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX OOpPabOTKH TMEPCOHANBHBIX JIAHHBIX,
OCYUIECTBIISIEMOI 0€3 HCIOIb30BaHUS CPEJICTB aBTOMATH3ALMN», YTBEPKIECHHOE
ITocranosnennem IlpasurensctBa PO ot 15.09.2008 r. Ne 687.

[Tocranosnenue IlpaButensctBa Ne 211 ot 21 mapra 2012 roma «O06
YTBEPXKICHUHU TIEpEeYHsi Mep, HAMpaBJIE€HHbIX Ha 0OecleueHue BBIMOTHEHUS
o0si3anHOCTeH, TpeaycMoTpeHHbIX D3 «O nepcoHanbHbIX JaHHBIX» U MPUHITHIMU
B COOTBETCTBMM C HUM HOPMAaTHBHBIMU I[PAaBOBBIMM aKTaMH, OIEpPaTOPAMH,
ABJISIFOIIMMUCS TOCYAAPCTBEHHBIMU MJIM MYHUIIMIIAIbHBIMU OpraHaMm.

«TpeboBanus K  MarepualibHbIM  HOCHUTEISM OMOMETPUYIECKUX
NEPCOHAIBHBIX JAHHBIX M TEXHOJIOTUSAM XPAHEHUS TAKUX JAHHBIX BHE
MHOOPMAIIMOHHBIX ~ CHCTEM  MEPCOHANbHBIX  JAHHBIX»,  YTBEP)KJIEHHBIE
[Tocranonennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmaruBHo-MeToauueckue JOKYMEeHTbl DefepanbHON  CIykObl IO
TEXHUYECKOMY M DKCIIEpTHOMY KOHTpoito Poccuiickoit ®enepauuu (nanee -
OCTOK Poccun) no obecneuenuto 6e3omacHoctu [IJ[H mpu ux oO6paboTke B
NCIT/In:

bazoBas mopnenbp yrpo3 0€30MacHOCTH TMEPCOHATIBHBIX MaHHBIX HPU HX

0o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX, YTB. 3aMm.

mupekropa PCTOK Poccum 15.02.08 T.



53

Metonuka omnpezeseHnsl aKTyalbHbIX YIpo3 0€30MacCHOCTH MEPCOHATbHBIX
JaHHBIX TpU HX 00paboTke B WH(OOPMAIIMOHHBIX CHUCTEMax IEePCOHAIBHBIX
naHHbIX, YTB. 3aM. qupekropa @CTIK Poccun 15.02.08 r.

[Ipukaz ®CTOK Poccum Ne 17 ot 11 despans 2013 roma «OO6
yTBepKaeHun TpeboBaHwii o 3amure WHGOOpPMAIMU, HE COCTaBISIOMINX
rOCYJIapCTBEHHYIO TaliHy, COJIEPkKAITUXCSI B TOCYJJAPCTBEHHBIX WH(DPOPMAIIMOHHBIX
CUCTEMAX).

[Tpuka3z ®CTIK Poccun Ne 21 ot 18 depains 2013 roga «O06 yTBepKIAeHUN
CocrtaBa U coJiepKaHusl OPraHU3AIMOHHBIX U TEXHUUYECKUX MEP MO 00EeCIeYeHHUIO
0e30MacHOCTH TEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMAaX MEePCOHAIbHBIX TaHHBIX).

[Tpuka3 denepanbHOi ciryxk0bl O0e3omacHocTH Poccuiickoit denepanuu ot
10 wmronma 2014 1. N 378 «O06 yrBepxkaennn CocTaBa U COACpIKAHUSA
OpraHU3allMOHHBIX M TEXHUYECKHX Mep MO0 O00ecnedyeHnio O0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MpU HX 00paboTke B MH(POPMALMOHHBIX CHUCTEMAaX
NEPCOHATBHBIX JTAHHBIX C UCHOJIB30BAHUEM CPEACTB KPUNTOrpaprUecKOi 3aluThI
nHpopMaru, HeOOXOIUMBIX JJISI BHITIOJIHEHUS! YCTAaHOBJIEHHBIX [IpaBuTenbcTBoM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIllUTe IEPCOHAIBHBIX JAHHBIX IS

KaXJa0ro 1u3 ypOBHef/i 3allIUIIICHHOCTH).

3aMeCTUTEIb TUPEKTOPa
10 YKOHOMUKE U (PUHAHCAM B.A. IBanueHko
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